WELCOME!

Please write your name and school/role in the chat.

Please give this training your full attention, closing down
any emails or documents that might distract you.

Please also be brave and engage fully with the questions
and activities.

You will need a copy of the Guide to hand, plus a pen/pencil

Online Safety | Enfield Council

https://traded.enfield.gov.uk/thehub/safeguarding-in-schools/online-safety
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ACTIVITY:
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Filtering and Monitoring

KCSIE 2023 outlines some new expectations with regards keeping children safe online, and it is expected that KCSIE 2025 will go
further. Filtering and monitoring of online activity is mentioned throughout the document, but particularly between paragraphs 134-
147 (pages 35-39). Additionally, the government has provided a set of clear standards, which you can find here: Meeting digital
and technology standards in schools and colleges - Filtering and monitoring standards for schools and colleges - Guidance -

GOV.UK (www.gov.uk)

What is filtering? What is monitoring? Filtering prevents harmful online content from reaching children. Monitoring is an active
awareness which checks what is being accessed and what is being produced.

What do schools need to do?

Identify and assign roles and responsibilities
to manage filtering and monitoring systems, to
include a member of the senior leadership team
and a governor.

Review filtering and monitoring provision at least
annually

The school’s filtering system should block
harmful and inappropriate content,
without having an unreasonable impact on
teaching and learning

Have effective monitoring strategies that meet
the safeguarding needs of your school or college

The school’s child protection policy should include
a section on filtering and monitoring on school
devices and school networks

Have a clear policy on the use of mobile
and smart technology

Work with parents to explain the school filtering
and monitoring systems and to support them to
be aware of their children’s online activity at
home.

Follow guidance on keeping children safe during
remote education.
Safeguarding and remote education - GOV.UK
Providing remote education: guidance for schools -
GOV.UK

Ensure staff training includes how to filter
and monitor online activity effectively, and
the curriculum for children includes
robust e-safety / appropriate online
behaviour



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
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EDUCATE CO-VIEW HOUSE RULES

Learn as much as Co-view your childs Set dearroutines,
. online activity atleast = rules and boundaries
once a week il

Interact with your child

online
Model appropriate
online behaviour

Co-operate with each

other to promate the
well-being of all

www.enfield.gov.uk EHF(:;EL‘%&*

The majority of online safety incidents
originate at home. Our guidance for parents
is research-based, comprehensive and
designed to genuinely help parents and
safeguard our children.

Schools play a pivotal role in delivering this
information to families.

The Guide is based on the TECH approach.

Encourage two-way communication with
your child

EDUCATE
Stay informed about the latest online risks

CO-VIEW
Spend time online together

ENFIELD
0 HOUSE RULES Council

Set clear rules for internet use




Expectations for schools to
support Online Safety at home

« Share the Guide with all parents

« Publish the Guide on your website
 Display the poster in your foyer

- Hold opt-out parent courses for

Years R, 5,7 and 9

« Offer practical parent workshops

Expectations for Schools

Schools already do a great deal to support children's awareness of online safety and to
safeguard them from harm at school and at home. Safeguarding children is everyone’s
responsibility, and it is expected that schools will support parents and carers to
understand the risks and to put measures in place to safeguard children at home.

Sehools should consider ensuring strong and
ongoing implementation of the Tollowing:

I 1 ONLINE SAFETY CURRICULUM

Schools must ensure Ehair cumculum is robust and
relgvant tor each age group, tollows national guidance,
and addresses key aspects of online salety

2 RESPONSIVENESS TO EMERGING
ONLINE ISSUES

Schools Must be responske to emerging onling

izsues. For example, an increass in onine bulling

&t the school oF in nationwice statistics should

be sddressed with 2 special workshop and
communication with parents.

I 3 FILTERING AND MONITORING

Schools are expecied to have & fillering and
monionng system in place 1o &l school devices and
&l devices which cornect 1o the school network.
Schoois should heve a named person keading on
Titering and monitonng.

4 AVAILABILITY OF TRUSTED
SCHOOL ADULTS

Cen students &sk a trusted sk &t achool Tor

achice? Does your school Tosier posifive two-way
communcation about onine acthity? Schooks shoud
ensure that students know They can approach membens
of staff for support and Quidenoe &5 CONCAMS arse.
Vulnerainis individuais may nead mone regular check ins
end support, and may also need & taliored curmcubm.

I 5 STAFF TRAINING

Schoots should ensure that key leaders attend bomough
oniine salety training. Schooks should engure that staft
training = wel planned and regquisry refreshad. Thiz
shioukd inclucs flesing and monitonng tranng as well
aa the materials presented in this leaflst.

I 6 PARENT EDUCATION

Schoois should run opt-out parent workshops:
in Recaption, Yeer 5, Year 7 and Year 9, with the
enpectation that al parents ard caners attend. These
workshiops should inchude the materials presented
in this leaflet and should have an emphasis on

» EDUCATE, CO-VIEW and HOUSE RULES.
Wiorkshope should include key rigks and an emphasis
O COMETICN S in the school comimunity. Schook
should addiionaly consider how infoamation can be baat
imparted to parents who do not apeak English.

I 7 PRACTICAL PARENT WORKSHOPS

Parents often nead support understanding the devices
in thesr homes. We recommand that schools provide
guides to parental conirols 83 pert of educating
perants, including praciical wak-throughs.

| 8 MONITORING AND ANALYSIS OF
OMNLINE SAFEGUARDING INCIDENTS

It bs recommended that schools regulery collect and
analyse their own online salety data 10 enswe ther
actions are having an impeact.

Kaep Your Child Saiu Onlime | A Gude for Parent, Caersand Guardans 29




How can Governors and Trustees support schools?

Read the guidance

Ensure school policies include a section on filtering and monitoring, on remote
education and on the use of mobile phones on school premises

Ensure the school has a regular cycle of staff training

Ensure the school has an emphasis on ‘trusted adults’ that students can
approach if they are concerned

Ensure the school has published the Keep Your Child Safe Online Guide on |
its website J

Ensure the school has an annual cycle of opt-out parent courses and S
workshops, and attend where possible. Consider how to meet the needs of
families who may not speak or read English fluently |soouspurs | auonomma o mnssor

Meet regularly with the DSL/senior leader responsible for online safety at the S
school to discuss emerging issues SRR

Ask questions about how children with SEND are supported with online safety

Request data on behaviour and safeguarding incidents with an online safety
link, monitoring and analysing these on a regular basis ENFIELD

Consider and discuss emerging issues and how the school could best Council
address these

Expectations for Schools

Schools already do a great
safegua

I 1 ONLINE SAFETY CURRICULUM

I 6 PARENT EDUCATION

| 7 PRACTICAL PARENT WORKSHOPS
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Encourage two-way communication with
your child

Talking to your child, and making sure your child feels able to talk to you, is the number one way io
protect your child.

Children want to be able to talk through online issues with a trusted adult and know that they will be welcomed
and well received.

A recent study with a cyber-bullying focus (Mulhall, 2023) found that children preferred regular online safety
guidance from their parents and wanted these discussions to occur at least once a week. As a parent/carer,

you know your child best! Your child might need daily or weekly talks about their internet use and staying safe
online.

Be Curious! Ask your chilkd how they uss the internet and what they enjoy doing.

How did
you do that?
Will you show me?

How did you decide the
settings for this game?

Would you
do it any differently
next time?
Did you
block them?

What outcome Why/why not?
are you aiming for?

How do you decide which
comments to report?



Encourage two-way communication with
your child

Think about what you've learned
from a mistake. Mistakes are
cruclal for brain development
and learning, as they challenge
us to confront gaps In our
knowledge and abllities,
fostering resilience and growth.
- Carol Dweck

Recearch demoncirates that parents can have a
PCrevirful iMpact on NOow Children approach afficult
Stuatons and on their MINGSet. You Can eNCoUraNe
£afie ONiing DeNaviours and Cultvate Crtical thinking
Shils Dy:

a) Praising your child for their specific skills,
effort and qualities

BEETUEIES I “Well aone! You are 50 smart thinking
of theca!l”

Dosay: | ke Now you thowght of a strong and
MeMOrAbIe PasswOord and yOou iaN't Share this with
Ay Ong.

BLDRS RSV <vou 0id the night thing!™

DO SaY:| i must nave Deen Quite SCAry rBAaNg this
MesSage. You Gid the nght thing Sharning thic with me.
I'M going 10 DIock this perton and report this 1o CECP
(Child and Expioitation and Oniine Protection)

PLh g =V vou are a good friend!”

DoS3¥: | fos Now you acked this person o stop
5aying mean things o your friend. You've Dean a good
ally here. I'M Surg your frignd is gratesul for this.

PLLR NSV “Great job! “vou ars SO tlenteq”

Do say: | Great job! 'm impressed! How did you
raport this woeo? Can you Show me Now?

DL T =V “Thank: you for waiting!™

Do Say: Thank you for waiting to show me this
image. You did the right thing Sy not responding
Straight away:

PRI EEVE “I'm very prowd OF youl™

Do Say: 'm proud of Now you dealt with that
negatve comment. You handiad it calmby and found a
pocitive way 10 respond.

By siating the spocific skills, eforis and quaktias
that your child is using to keep s2fe online, you ars
normalising thess skills and helping your child to
undarstand heaithy onine behanaouwrs, which will
encourage them to repeat these ckills/quasties for
Eimilar futurs Situatons.




Encourage two-way communication with
your child

ACTIVITY:

How would you react if your child told you about a problem they were having

online? What if it was their fault’ to begin with?

How does your child know that it is safe to share worrying things with you?

“A child needs our love and
attention most when they
deserveitthe least”

- Gabor Mate

ENFIEL p%
Council




EDUCATE
Stay informed about the latest online risks

ACTIVITY: Quick Quiz

Question

Answer

The majority of parents do not believe their child has viewed pornography online. What
percentage of children report that they have viewed pornography by the age of 14?

What percentage of children have had online sexual interaction with an adult?

How many unique child sexual images are recorded in the Child Sexual Abuse Database
(figure from 2019)?

What percentage of children have accessed hateful content online?

Online suicide and self harm sites have been indicated in what percentage of young suicides?

Alexander McCartney from Co Armagh was sentenced to 20 years in jail for what?

What is the number one way we can protect our young people from online harm?




EDUCATE
Stay informed about the latest online risks

Question Answer

The majority of parents do not believe their child has viewed pornography online. What 94% (10% by the
percentage of children report that they have viewed pornography by the age of 14? age of 10)

What percentage of children have had online sexual interaction with an adult? 5-25%

How many unique child sexual images are recorded in the Child Sexual Abuse Database 8.3 million
(figure from 2019)?

What percentage of children have accessed hateful content online? Up to 69%
Online suicide and self harm sites have been indicated in what percentage of young 25%

suicides?

Alexander McCartney from Co Armagh was sentenced to 20 years in jail for what?

Catfishing: Alexander
McCartney jailed for
minimum of 20 years -
BBC News

What is the number one way we can protect our young people from online harm?

TALK



https://www.bbc.co.uk/news/articles/cj4d40922xvo
https://www.bbc.co.uk/news/articles/cj4d40922xvo
https://www.bbc.co.uk/news/articles/cj4d40922xvo
https://www.bbc.co.uk/news/articles/cj4d40922xvo

EDUCATE
Stay informed about the latest online risks
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EDUCATE
Stay informed about the latest online risks

Learn as much as you can about games, platforms, parental controls

and the benefits and risks of online activity

I Step 2
Understand the terminology
Step 1
1 Step 3
Check them out! Understand Understand how to set up
the games, apps and parental controls and filters in
. . h d hild*
platforms your child is most Yovicae | onaon yorreAtias
likely to use
I Step 4
The number one way you can undarstand how Understand the key benefits
games and apps are structured i3 t0 download
themn and use them yoursslf before allowing your Step 5
child access. ‘ Understand the key risks and read

the statistics




EDUCATE step 5

; - - Understand the key risks and read
Stay informed about the latest online risks the statistics

Prevalence of children’s exposure to sexual online risks and a range of other online risks

Online sexual solicitation by adults B --18%
Online sexual interactions with adults I - 25%
Receive unwanted sexual images from peers 5-11%
Receive pressure to send sexual images from peers 3-7%
MNon-consensual sharing of images by peers 3-8%
Online sexual harassment from peers 8-26%
Cyberbullying 8-19%
Extremist content 15-25%
Hate-related content 26-69%
Dares/challenges 15-36%
Violent content 18-37%
Self-harm and suicide content 9-475%6
Sexual content 11-81%
0% 20% 40% 60% 80% 100%
M Technology Assisted Child Sexual Abuse

Online Sexual Harassment
Other online risks

Reference: Online Risks to Children: Evidence Review Main Report (nspcc.org.uk)




EDUCATE

Stay informed about the latest online risks

Step 5

the statistics

Understand the key risks and read

KEY RISK 1: Onl
Online sexual interaction with an adult

e sexual abuse

Batwaen 5% ana 18% Of CNIaren Nave exPanenced ONiNG Sexudl SoliCitaton, wiera ey Nave Dean
offered money Or Qifts in return for a sexual act’.

5-26% of chidren have had cnline Sexuadl iNteractions with aduits.
Oniine abusa typically originates on piatiorms prefamad by chidrsn, iNcluding gaming platiorms. Snapchat.
Facenosk, INstagram and WhateApp. Onine Sexual iNteractions Detweoen Chigran and Somecne ey
believed 0 e an adut wers Mot fraquenty reported on Snapcnat (15%), Inctagram (13%), WhatsApo
(11%), Facebook (10%) and Facebock Messanger (10%)7.
The average age of vichims is 8.5. with offenders typicaly aged betwesn 18-24.

Online sexual harassment

Up t0 28% of children ave experenced unwantsd sexual harassmant onling®.
Thesa figures ars from 2017 and annual iNcreasss 5uggests today's figurs is nigher.

Sharing of sexual images

15 illagal o Maks or share a sexual image o a child. This iNCludes a child charing a sexual image of
themsehves. Gomman risks include e taking of iMagss wihout consent and ihe wider sharing of images
Originaly SNarsa Ofly with an iNtMate partner.

35% of children aged 12-17 have received a requect for a sexual image from a peart.
5-11% of chikiren aged 12-17 have received unwanted sexual imagas from pesrs

3-8% of childran aged 12-17 have had their own sexual images shared with others without their consent.
8-79% Of CNilgren aged 12-17 Nave SxPerencad Preceurs 10 Send Soxudl images®

Tne Child Abuss Identification Database (UK] recorded 8.3 million unique child sexual images in creulation
Detween 2017-2010. At this time 7,800 children wers identified through thees images and safeguarded as
a recult.

Tnace figures are from 2017 and 2010, ANNUA! INCreases SuQest toaay'S figurs &S Ngher, win an
sclimated 500,000 imagse added to ihe 0xtabase eveny twd MONENS®.

Access to inappropriate sexual content

049 OF CMIINGN Nave wiewsad POrOgraphy Dy the Ma ey are 14 years oi. 10% Of CreN Nave viewsd
pernography by the time they are 10 years old. Evidence links e age a child first views pOrMography with
the ags they recaive ther first pnons’

Typicaly. children's firgt experience of pomography is unintentional, with Many COMINg across videos
throwgn 50Cial Madia. particulary Twittar (X), INstagrarn anad Snapenat. The Majordy of parsnts do Not
believe their chidren have viewsd DornCgraphy Oning, yat he Majority Of children roport having done £o.
Additionally, many porncgraphic images and videos accessed by children gepict violant or degrading acts
towards women. Evidence 5uggests that pomography has nad a significant negative impact on chikieen’s
language and benavicurs. 47% oF young peopie reporkad that thay expected Sox 10 imvohve acts of
physical aggrassion®.

Kaap Your Child Safa Onlina | A Guids for Parants, Carors and Guardians | 11

KEY RISK 2: Grooming and access to offensive,

extremist and harmful content

Grooming

“Grooming” is the process of an offender buiding a relationship with a cnikd in order to manipulats them or
their families, often with the aim of seual abuse in the futurs.

6,300 grooming cases wers imvestgated by 16 poice in 2023, with e trus figurs likaly far nigher.
Grooming typically takes place over a widae range of platforms, with Snapchat, Instagram, Facebook and
WhatsApp uBad in amost half of cases. 5% of children have met up wih Somecns they Nad Previously
Oy known oniing. 85% of 8-17-year-oids reportad Naving been asked by an online-only coNtact to move
COMMunications 10 an encrypted service, with 52% subsequently dong s0°.

to y ist and

Up to 68% of young people have accassed hateful content, 87% have accessed violent content and 25%
have accassad extramist contant online™. The BBC has rsported that social media aigorithme offer vickant
and extremist content to teenage boys in particular’.

KEY RISK 3: Online bullying

18% of children aged 10-16 have experienced onine bullying in the past year'™. Boys and girls are equaly
vulineranie. Oniing bullying can includs name caling, threats, daliberate exclusion from an activity, sharng
edited images, discriminatory commenteinsusts, encouragement to seif-harm, and the spreading of
unkind rumours.

Recant rasearch from ONS (Office of National Statishics, 2024™) revealed that over half of children told their
parenis about bullying. Since the pandemic in 2020. bullying which relatss to chidren baing targeted for
their race, ethnicity, reégion. Sexual orientation, gender or Cuiturs has increasad™.

Many incidents of bullying start in private but then continue at scnooi andror in a public forum. Young
people often find it challsnging o understand when Dehaviours Such as onling jokes, barter or ‘roasting”
©rosS the lina to bullying. The riek is Not only that your child may be a vickm of online bulying, but also that
your chid may have bulied otners.

KEY RISK 4: Access to inappropriate (non-sexual) conten

Access to inappropriate (non-sexual) content

Underags access to iNappropriate games or apps can be Narmiul DOt i Bxposurs to risks and in

the potential sffect on development'®. Many apps do not have an identifiable age rating or have user-
generated content and £O Can vary widsly and unpredictably. Games and apps identsied as 18+ have
Ccontent which is desmed especially hariul 10 chisdren and may iNClude gambing Gites, violent content,
wulneraniities in the structure of ihe app which heightsns risk, or even content which is not legal in some
countries. Parents can check the PEGI and age ratings of apps and gamss 10 ensure Suitability.

llegal online activity

The average age for a first Criminal conviction is 37. The average age for a first criminal comvction for 8
digital crime is 18,

Access to self-harm and suicide content

There are Many iegal Sites, CNAtrCOMS and Hreans wikch can be Gangerous f0r 4 vulNeralio parson 1o
wisit. In particular, sites which promote sekf-arm or suicide have bsen linked t0 worsening mental healtn
and have been indicated in 26% of young Suicites over tha past tan years™.

KEY RISK 5: Hacl

Research by OFCOM (2022) and Mulhall (2023) highlights that chiliren's logs of personal information
through hacking, positing or being impersonatad was a significant concesn for young children. Enfield
schaols have reported anacdotall that this is & key concer of young peopls who have shared login and
HBGNACANON NfOrMAtON with CI0EA frieNaS ana kter expenencad ProDiome, particuldry when frienasnips
braak down. Is5uss include the wider sharing of informaion. steaing of onin rascurces. identity ieft.
Catfisning and assumption of oning idantity, 8.0, t0 COMMUNICAtS with oiners.

Support is available. Pleass sea Sources and Resources on page 32 for links to advica and reporting toals

0 Report sexual abuse images/videos hore:

ACTIVITY: Make sure you read
and understand the key risks
outlined on pages 11, 12 and 13

ENFIELD

Council




CO-VIEW

Spend time online together
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- Sharing your child’s online world
- Balanced digital and non-digital play
- How to look after yourself




CO-VIEW

Spend time online together

Interact with your child online

Be invobved. Be intarested. Make sure your child knows that their online world i3 important to you too. Have
your own profiles, join in games, send messages and ask your child to teach platform features to you.

ACTIVITY: What does your child like to do
online? How much do you know about their
favourite games and apps?

Model appropriate online behaviour

Your child looks up to you as an example. Children lgarm how to use the internet from their parents, famiky
members and frisnds, even if they use it for different things. They learn how to use the internet (2.g., searching
for information, entertainment, socialising etc), learm whan to use the internet (i.e., what tims of day), how much
time to spend online (from a few minutes to hours), how to interact with others, and how to be safe online. This
also includes turning off content that is not appropriate and explaining why it's Not appropriate.

ACTIVITY: Reflect on the questions to the
right. You can find this on p18 of the guide.

Reflect on some of these questions. Use the spaces below to jot down your answers.

How much time do | spend on digital devices daily? At what times do | use my
phone?

What type of content do | usually consume onling?

How do | use social media apps? How do | engage in positive, resl:!-ecﬂuj
conversations online? How do | handle conflicts or disagreements in online spaces?

i i do | keep my online
How do | filter and black content on my own device? How F
activities secure (e.g. strong passwords, sharing personal lnfoTatlon}? Am | careful
about the websites | visit and the links that | click? How do | critically evaluate fake
news or misinformation?

How do | show a balance of offline and online activities to my children? How do |
follow my own online advice for my ch ildren?

What would you like to change about your current online habits? If you want to

mng changes:
start making
regular small
changes!

18 Keep Your Child Safe Online | A Guide for Parents, Carers and Guardians




CO-VIEW
Spend time online together

Co-operate with each other to promote the well-being of all

CONMECT — meet up with friends and family both offline and online.

BE ACTIVE - keep moving! Take part in sports and exercises that make you feel good and are
highly enjoyable for you.

TAKE NOTICE — remember the good times! Take the time to reflect on things that make you happy,
savour positive moments and practise mindfulness.

LEARN SOMETHING NEW — leamn a new skill like a new recipe, a language, or something creative.

GIVE - do something nice for a friend/family member or help your local community.

ACTIVITY:

How do you look after yourself? What fills your cup’? (p19)

Look after yourself

Parental wellbeing is more important than
amything else when it comes 10 supporting
children's safety both online and offine. There
are a lot of demands on you as a parent
and keeping up with all the new technology
updates and new onling risks can fesl
overwhelming and scary at times. Prolonged
stress can also hawve an impact on parents’
mental and physical health. [t's important

0 look: after your own wellbeing before you
support your child’s wellbeing.

Imagine your self-care is a cup and your cup
i filed by things that make you feel good,
like exercising, praying/meditating, journalling,
cooking, sociaksing, Sto.

Draw Or wiite yOur favourite activifies
in the cup above




HOUSE RULES

Set clear rules for internet use

Set clear routines, rules and boundaries (“house rules”)
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ity for epeaifo devioss betiwesn apecifi tinea.

Spend regular screen-free time with your child
¥oUr o enifSs your STSNION abovS S Scs. SpSNENg raguiar Soresn-ise TMS IogSTar wil SIrEngInen your

relationahip, wil upport your chikds devslopment and wil have a cirsat impact on your ohikd's mental health
Hers are come top fipe for spending sorsen-fres tms with your o

Monitor your own screen use:

B honest about your own 30TeN es. Lsad by Sxampks 53 MUCh 52 you can.

Turn devices off at family mealtimes

Inclusing acuftal Buikd thia into your famiy's rouling snd spsnd the mealtime talking, sating
and piaying famiy games

Turn devices off at bedtime

=

unstructured playtime Into your chi

Lst your ohic taks the isadl

Consider your child's play dlet’and balance digital play with sacial pia
creative play and active play

Criloren of al agez nesa social piay. CrEaIVe pisy aNd aCts piay 82 part of er Dy Get'

Social pley: Social piay ia anything which iTvolves interacting with cthers faos o facs.
ExamplSs N0LI0S DOSTD GAMSS. QoD PRCJECE. o SRl NaNging out snd 18kIng.

Crestive play: Creatie plsy for youngsr chicren involves their imagination and pretend piay
Creative sy for cIOSr CIOTEN Mors Cfisn INVOIS INNCVTIoN 2K SKEACFaLEN. EXamples
include pretend piay, 361N UP & ‘2Nce.

pitting on a snow, musis, ar, Lsgo, acence

expanments and projeots of all lanas. Greave

play oan bs struchured or unatruotured
Active play: AGte pizy hss physical st I

t 1ta core. Exampies inoluts struchursd sports =
ana actiutise, playing tag, piaying outaoors,

iting 5 biks, ckatbeard o s000tr, going o
e
Wickabout at

Souros: Piay Died ~ L emingiorke &r Kida

Roep Yo Chle S Oalie | & Gt o Patiets, (s ans Guasass. (25,

38 Kas Tour e Sars Onns | A Guls fo e, Cares 30 Guareane

Clear guidance on age restrictions for apps and games
Step by step instructions for setting up parental controls and filters
Recommendations for house rules




HOUSE RULES

Set clear rules for internet use
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Hangouts
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e
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A guide to the minimum age restrictions in place for popular social media platforms

What is the minimum age for account holders on these social media sites and apps?

e\6+

S Ag

e
WhatsApp ]
O w

o Telegram

Tumbilr

elllonym

TikTok

Google

ViDer  pinterest u PlayStore

Kik

98 woeDo

- Discord
nstagram Fickr  Spotfy  WeChat

(12 with parent
permission)

Skype

*0Or 18 with parent’s permission

Note: WhatsApp has changed its age rating to 13+

App Store (Apple)

Minecraft: Play
with Friends
Build, Craft, Explore & B...

@ o
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45 & L':-mi::r: i3
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A o
Advel

Google Play (Android)
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HOUSE RULES

Set clear rules for internet use

Restrict online activity to daytime
and communal areas

You wouldn't allow your child to wander
unaccompanied around a city late at night, not
knowing who they were interacting with or what they
were doing. Apply the same supervision and care to
your child’s online activity.

Ensuring online activity occurs primarily in
communal spaces provides an extra level of
supervision and means your child will feel more
able to approach you for support if something
concerns them online. Additionally, restricting
device use to daytime and communal areas allows
your child space to unwind, to interact with their
household, and to sleep soundly at night.

Your house rules should include boundaries about [
where and when devices are used. Most devices
and Wi-Fi hubs have settings which switch off online
activity for specific devices between specific times.

Use filters and parental controls

It Iz your reaponaibility t0 understand how 1o set
parental comtrols on your child's desaces and to ensure
these ara in place. There are many instructional wdeos
available onling. The following inks may be useful to

you:

Step by step instructions on
how to set up parental filters
and controls: p24

ACTIVITY:

What are your house rules at
the moment?

What house rules would you like
to have now?

What filters and parental
controls have you already got in
place?

What do you need to do next?

+ How to set up parental controls on a range
of devices, apps and providers: Use Parental
Controls to Keep Your Child Safe | NSPCC

+ How to set up parental controls on an iPhone
or iPad: Use parental controls on your child's
iPhone and iPad — Apple Support

* How to set up parental controls on an Android
phone: How to Put Parental Controls on Android:

£ -2 % ade (] - S

+* How to set up parental controls on an Amazon
Fire tablet: How to Set Parental Controls on Your
Amazon Fire Tablet | Digital Trends

* How to set up parental controls on an Amazon
Alexm’Echo Set Controls for .-‘-\J’T]E"Oﬂ Kids on

Mlenea Dashbo. —

Customer Senica

. chw to set up parentﬁ] ccntrds on Xbox: Xbox

* How to set parental controls on PlayStation:
Parental controls (UK) (playstation. com)

+ How to apply filters and parental controls on
your home internet provider (UK Safer Internet
Centre): Parental controls offerad by vour homs
internet provider — UK Safer Internet Cantre




HOUSE RULES

Set clear rules for internet use

ACTIVITY:

What is the balance of digital and non-digital play in
your home?

How do you spend time with your child?
How would your child like to spend time with you?

What would you like to do differently?

Spend regular screen-free time with your child
Your child desines your attention sbove sl Size. SpPending regular sorsen-fres time togethar will Stengthen your

retationehip, will support your child's development and will have a direct impact on your childs mental health.
Here are oM top tips for spending sorsen-fres time with your chid:

Be honaest about your own 2cresn use. Lead by exampls ag much as you can.

@ Turn devices off at family mealtimes

Inciuding adultel Build thiz into your family's routing and epend the maaltims talking, eating
and playing family games.

() o

Devicss intarfare with slesp homoens production. Spsnd tims instesd talking with your child,
reading steries, liztening to mueic, and encouraging calm indspendent entertainment.

Q Build unstructured playtime into your child's routine

Lt your child take ths leadl

Consider your child's ‘play diet’and balance digital play with sodal play,
craative play and active play

Childrsn of all ages need social play, creative play and active play a& part of their "play dist’.

Social play: Social play i anything which imvohes intsracting with others face to face.
Exampiss include Dosrd games, group projects, of Simply hanging out and talking.

Creative play: Creative play for younger children invoives their imaginstion and pretend play.
Craative play for older children mone often invohes innovation and exploration. Examples
include pretend piay, estting up a *shop’,
putting on & Snow, Music, art, Lego, Ecience
seperiments and profects of all kings. Creative
piay can be Stnciursd or unatructured.

Active play: Active play hes phyzicsl aotivity
at ite core. Examples includs structursd sports
and activities, playing tag, playing cutdoors,
riding a bike, skateboard cr ecooter, going for
awalk. playing at a playground of having a
Kickabout at the park.




Recommendations for

phone ownership

Therels no perfectageforayoungperson ™~ - - - -~ —~=—====== 1
to recelve their first phone and research in | EXAMPLE RESTRICTED SMARTPHONE

this area s still developing. CONTRACT

‘Brudiss have shown that the age a chid firat cwne
s mekile phone iz linked 1o the age they firet visw
pormography and e aise Inked te heightensd rizk in many
wother ereas (Children's Commizsionsr for England, 2023).

It Iz our recommandation that children undsr the sge of
11 do not heve their own phone and that the devices
they do uss are ciossly Montonsd and restrictsd.

Thiz phons 2 a restricted smartpnons. Thers ig
IND INEINET AceSSS, N0 Social madia and mosat

‘appe are resfricted. There iz access to etandard
maeasages. emall, a safe messaging spp (Starz),
megs, toole, Google Classroom and s0me gamee.

[Chila's name] agrees to:
1. Us==s this phone responsibly and with kindness:
2. Tak through anything which causes conosm,

iz recommendaticn that emariphone g
our uss howsver small and whatever your part in it

delayed unti at lsast &g 14, and idsally unti age 16.

Vite l=0 recommend that any deves a ofikd LEse has besn

= avays monitored and resiriced and thet family 3. Kesp sohool ss rgarding phons LUas

Boundsries are sgreed. 4. Mot alter any BStinga, rESooNE, oF hids
contsnt

Wiks recomimend thal cansgivers agres a written B. App additionz wil be agreed by a parent

contract with their ohild when firat presentad withn 6. MNoffications and loeations will be ehared with

sny devios, and rewisit this reguiarty. This includes
& naetricted dsuios. AN exampss is given balow for
‘A nsetricted smartphons. It ean e adaptsd for any
ds’uiuea\dfwnlyumnm Afurﬂ'sramrrpboan
o5 found mere: v ats
digital iamlmam—mm

A ussful Hmm&m@rcmmmm

|

I

1

|

|

|

1

1

|

1

1

1

1

1

I

1

a parent |

7. The pnons hae “downtims” enabled bstwesn |

7PM and 7am each dy. toannotbewssd |

bstween thess imes |
8. The pnene iz not sllowsed in bedrooms and

wil s kBpt in [2 communal 2pacs] ovarmight |

9. Parents may check ths phons fom tmeta |

e 1

10. Parants may make alterations to sstings 1

from time to time 1

1

1

I

1

|

1

|

|

1

[Parent/carer] agrees to:

1. Respsct [chid's nams] privacy, azide from
ocoasional checks

[ oo o e e e e e e e e e e e e e e e e e e e e = e

for a baslc phone forasmart phone 2. Discues and fully coneider any requeats to
or highly restricted with parental controls shangs thiz contract or any ssttings on e
smart phone without E Fhons
Internet acoess or .
e kA Sanea fenidl:
Agres 8 contract with your ofikd to encourage Signed [par j —
regporeblephonewss. =00 0 L &= e e e e e e e e e e e e 4

26 Kasp Your Child =

Clear research-based recommendations
Model contracts

@ @

for a basic phone for a smart phone
or highly restricted with parental controls
smart phone without
internet access or
social media

ok e 3k ok

Agree a contract with your child to encourage
responsible phone use.
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Common Issues and

Possible Solutions

to

SEEomImE DEEEER SEEERREES My child needs a smartphone to talk to
ST EEEEEI, Sasowmma extended family members.

My child needs their smartphone for an alarm Snapchat and TITok. My childwil be bulied

I oo BT Yo Keeping in touch with family is important, however,

Inthe morning, so they have to have it in their
bedroom. e

with ther peer group. This i t1us of allwng your PO TS O W any wemes.

oo E T o om . . we do not recommend that children have their
T : T A own unrestricted smartphone, nor that they have
== = Ozmmrms unsupervised use of social media or communication
(H apps which are not suitable for their age. In particular,
T WhatsApp can seem harmiess but because of both
Y e its encryption ability and its use in large groups where
NS bullying/abuse can often occur, it is a common source

of harm. We suggest children use alternative ways to
communicate with family members.

ENFIELD
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Common Issues and
Possible Solutions

walk

Hawng 2 smarpnone on your person ncreasss e
ik of UGG nd CISTRCECN WIS Waking. Thers.
Wiy mat you can rack

"j"“'“’““m‘;j:f:*’”“f'”” = | don’t know how to enable parental controls
: on my child’s device.

bout tricky efuations. Takk o your ohid sbout he

parson
nact s n pracoos now, ThE: Wil N your cnia 18
na

AR S s It is your responsibility to learn how to do this, or to

Inthe moning, 5o they have to have it n th or feelleft out f they don't have access. T

el e seek support. We do not recommend that your child
=5 O=Fiumn has an unrestricted device.

HOUSE RULES

il + ot . - :

S | U My child spends half the week with his other
U VEEEEE parent, who doesn’t restrict internet access.
e ———— There’s no point in me restricting device use if

it doesn’t happen everywhere.

We recommend you set the house rules for your own
home and keep your child as safe as possible when
they are in your care. You could also encourage the
other parent to attend the online safety course and to
read the TECH guidelines.




Common Issues and
Possible Solutions

walk

Hawng 2 smarpnone on your person ncreasss e
ik of UGG nd CISTRCECN WIS Waking. Thers.
racic

e foryears How can! impose restrictions now?

= B My child needs a smartphone because they

oo B 7 Y walk to and from school on their own.

" come 10 you wen any womes.

with ther peer group. This i t1us of allwng your
ik 12 g0 out o the Nouss NOSENCeTY of ENIgS
onine

2 O Having a smartphone on your person increases the

et OFfmms risk of mugging and distraction while walking. There
ST @ EE are countless alternative ways that you can track
S | WL your child or your child can contact you if needed, for
R example an Airtag, a screenless or basic brick phone,
E— or a REACHFAR device. A fully restricted smartphone

without apps, internet access or social media is also
an option once your child is over the age of 11.
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Common Issues and

Possible Solutions

walk

Hawng 2 smarpnone on your person ncreasss e
ik of UGG nd CISTRCECN WIS Waking. Thers.
8 C0UNTIBEE DBADG WiyS THAT YOU 08N TBK

he for years. He

premtes) ,

e porent, et i o i A eyar aata 810 Yot oo Oncies i concame o peve nc
=9 some

ot e et you s i
My child needs their smartphone for an al
Inthe morning, so they have to have it in th

You start wen

Snapchat and TIKTok. My childwill be bullled
or foelleft ut  they don't have access. ALK

Gaienos you

Wi your onia and that ey fest spie D

coma 1 you wen any wermes.

with ther peer group. This i t1us of allwng your
ik 12 g0 out o the Nouss NOSENCeTY of ENIgS
onine
1008 A foaree you nave: EDUCATE
oy andwhatie
worrying you. B ready 1 iaten 00
0. ur

CO-VIEW
Spend time gettng 1o know what your
on . Ao

oria :ss 10,8000 e intemat
‘e to show you Ter favourne Tngs.

HOUSE RULES

egin Wi, sush 33 keeping Gevices 1
communal amas ovemigt and ntroduoing

B o Yo b sl Ol [ e foxPanss,Carr nd Gatars.

My child needs their smartphone for an alarm
in the morning, so they have to have it in their
bedroom.

We suggest you find an alternative alarm, such as
investing in an alarm clock.

My child has Type 1 Diabetes (or other
medical need) and needs a smartphone to
connect to their monitor.

This is clearly an exceptional circumstance and

the child does need a smartphone to enable their
medical device. However, the smartphone does not
need social media or internet access and should be
restricted to the medical functions only.

ENFIELD
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Common Issues and

Possible Si

de they

¥

You oan ana  ngure

=
reistonanips.

. Thace
rack

ty

we

Your ani o your chki can CoNtSot you f nesasa. for
‘exompee an Ariag, & soreentoss or Das briok prone,

.|

WO recomMend Mat you tak wih your o So0UE
e poser y

o
‘own unresrioted smertphons, nor that the

o

o
WITSOUT 8pPS. INtBMet oG8R OF SOG e 1 830

ey avoid this "
o

Spps wnich ars not 2utbia fr heir age. |

y anse. Encoun
YOu# BN 15 56MB 10 You F Ty Vb 8664 amyInng

sgect 11

butying/apize can oftan oceur iz a comv]
of ham. We suggeet ohicren ues alamathy

s wcky Tak 0 your

foryears. How can  impose restrictions now?

person ey oy
ensot tis n praccics now: This wil hep your chid 1o
a

o
2gres some s togemer. our enia whl kel nave
some

Wil ghve you greater psaos of mind 85 a parent.

My child needs their smartphone for

pp,
bedroom. Snapchat and TikTok. My child will be bullied
We suggest you ing 9

InuBzing In an s ciooic

Mychild has Type 1 Diabetes (or oth]

y
‘owm worres and now you coud nep

We wouk recommena you start wn

- TALK

Wi your on
mergng Inospendence and cesire to communcae
Wi Ther paer group. TS 8 Tus of alawing your

o 1 go out of the house Independertly or sngage

onine

Thie e oisany

A joaree. you have:
£ weign Up the reke and opportunitiee ofered by

e ol doss neea & smarpnons to enaof
medlical den

% 0pportuniy 1o CoNNeCt W athars, s your

need social meda or nteret agoses and o

=ponsiity 10 keep you
Pregsurss Mmay Ds. AGGIONaRY. WS WO 1SCOMMENd

WHih poecs in person and aiso have trme sway fom
frienas at neme. Thase ars bt Impera fo rest.
refisoton ana gensrai wek-Dsng.

My child has Special Educational Needs (SEN)
]

WL wen our i v e ey o a0
" coma 0 you wen any wormes

EDUCATE
Expian some of e key ik sna wnat s
‘Worrying you. B ready 1 iaten 100

CO-VIEW
Spena tme geteng 1o know what your
‘onia ices 10 0 00 e intemat. Alow
hem to show you the favourte things.

HOUSE RULES

askeep.

DOGI WA, 3N 33 keSPNG ORVIGEE N
communal areas ovemigt and niroguang

Cracran win ospaciat
sk, sucn 8 onine bulying, and YouTuoe @ S0
880Cu8G Wit Many itk SUCh 82 EXPOSIS 1D
IRaEprOOrAts conant WS TB30MMNd Tat our
guicsnce = fotowsa for a1

TALK
Boc to tatng: Keep your communicazon

B Yo it sl Onlins [ e forPavs,Carrs e G

My child has had unrestricted internet access
for years. How can | impose restrictions now?
Talk to your child. Discuss the concemns you have and

agree some rules together. Your child will likely have
some ideas themselves, and may tell you about their

own worries and how you could help.

We would recommend you start with:

o TALK
(5 ¢ ) Make sure you have open communication

with your child and that they feel able to
come to you with any worries.

EDUCATE
Explain some of the key risks and what is
worrying you. Be ready to listen too.

CO-VIEW

Spend time getting to know what your
child likes to do on the intemet. Allow
them to show you their favourite things.

HOUSE RULES

Agree some simple boundaries to

begin with, such as keeping devices in
communal areas overnight and introducing
restrictions for some sites and apps.

TALK
Back to talking! Keep your communication
friendly and clear. Encourage your child

" to monitor their own internet use and

praise them when they come to you with a
concem. Agree a way forward together.

ENFIELD
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Framework

The Attachment, Regulation and Compatancy framework (Blaustain & Kinnibugh, 2019)
is an attach t and trauma inf d approach which can help guide parents/carers in
planning their online safaty at home.

The modsl is bottom-up, with the lower levele [“Integrative Strategies”} acting a2 foundation biocks for mans
‘oomplex unitz aDowe. it reade 1eft to right and iz a map for developing chikdren's indspendent onine safsty skils.

Trauma
Experiance
Intagration

caragiver Affect

AR - Blaystein & Kirniburgh 2010; Kinniburgh & Blaustein 2005

30 Kesp Vour child Safa Onling | AGuida for Parants, Carers and Guadlars

Here's how the recommendeations within this guidance align with the ARC Framework:

Actively Bngags with the

Educate yoursstves about Set olear expectatione and
1otk o m:‘ & r:..r: onling rigkes, parentsl controi routines within the “Houzs
m:oal:; mngmmt and now 1o eftsctively Rules” which auit the family and
S o CommMmuRicats with your children protect your childran
TALK | EDUCATE EDUCATE HOUSE RULES
ATTACHMENT

Caregiver Affect Managsment Attunement Effective Response
Foster two way communication
Look after yourssif in order to with your child. Undsrstand Reepana G::’ and "B'm":‘“
DE abis to sfectively and calmly and value what i important onilde wel-bain atmag
support your chid to your ohid. Enaurs you are W“:‘m ofm . nd
‘approachabls you
CO-VIEW TALK 1 CO-VIEW TALK
REGULATION
Help your child to idsntify ways in which oniing H&ip your child to find sotvities snd coping
activities might be affscting their smotional stratsgies to support their wellbsing cnline, whist

wislioeing and relaticnships keeping & balancs of onine and offine sotvities

TALK I EDUCATE | HOUSE RULES TALK | EDUCATE | HOUSE RULES

COMPETENCY

Foilowing years of support,
Suppart your child to develop P n and po foung people will undsrstand
-and leam about safe onine commun n wihat they want from their
friendenipe and help them rspsair mllmamwﬁﬂe%mrm‘ online sotivity, how 1o be eafs
relstionanips when they brosk ez st St e oniine, and how they wizh 1o be
dawin ning solutions to their own issuee parosiied
TALK | EDUCATE | CO-VIEW TALK | EDUCATE I CO-VIEW TALK | EDUGATE I CO-VIEW
Kasp Your n
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Sources and Resources

Thig guictance wasa written by Dr Becky Mulhall and Samantha Hill on bshalf of Enfisid Council.

Edugaticnal Bervics
Becky Muinal Id.gov.uk
Samantha Hill

Sohoole and Early vears Improvement Senice

With many thanke to the Oniine Safety Working Party and to our colisagues in Enfisld for haping, supporting

and improving this guidance.

Helpful guides for specific online risks

Guidence for online sbuse: How 1o tak Sbout

witn-ohigren

NSPCC: Oy

Thiz%20r

ANTI-BULLYING ALLIANCE: arg
Oniing_Rstionsrip_Guise_For Perents .

ATTACHMENT RECULATION COMPETENCY FRAMEWORK Siaustsin, 1.

-

m&nﬂﬂr\up«nmmmnsm
Minore’ perapsotives on raporting,
and blocking. Thorm. Lﬂgs}ﬂrﬂo ihorm org/ibfa/

00nine%20

OFFICE FOR NATIONAL STATISTICS:
Walss — Omos for National Statieios [ona. gov.uk]

BIG LIFE JOURNAL: Watsr Gup Analogy (from x by @SigUifssournsi). tmpe |

The Trvss R

SAIGHTS
ceat — Srignts [sngnisfounastion com)

s

Oning Rzt 1o Craarsn: Euisencs Review Main

Teferro, R, Atzon, L., Henanicke, E.. Gies. .,
ora, e &Smplay D. [znzﬂ)saulnsﬂsmm

"

CHILD 3
Frienozhio- Gucs-Aouts.oat

CHILDREN'S COMMISSIONER FOR ENGLAND: Seaournen Arpnive | Coil
‘Engiand [onscrenaoommissones gov uE)

“THE 4CS: CLASSIFYING ONLINE RISK TO CHILDREN. Stoilova, M., & Livingstong
Ciasafying nline ok to chidren (rssearchgate nsf)

\msmsﬂm\l.humsl mepm; “Criminology.
1a{1). 121138, Mipa://co org/10 6281/
zanodo 743390

d d the Key Risks and Read the Statistics (Pages 11-13)

10 Katz. A, E-Asam, A 8 Chahal, L G. {2023) Tesns,
t86n ana wemneng aunng GOVD vear 2. The
Cyber Burvey. v thecibersurvey.co.uk

il
boys - BBC Ksws

12 Onins butying n Engiend ang weiss - Omes for
‘iational Statiatios ons gow k]

18 Home - Offos for Nationsl Statistios lona gow.d

14 B-Azam. A, Katz. A, Strest, C.. Nazar N.M..
& Lnanou, 1. (2021). Criren's serviose for
the digital age: A qualitatie sludy info ourrent
‘and onina rska smang sarvios upsra.
(Chiidren and Youth Services Review.

18 The Amerioan Payohe Assoiation Task
Foros on Violent Media. [2017). The American

ajenologist 72(2): 126-

FAMISAFE: Eamifisfs - The woe Bepatss Parsnta) Control

GOV.UK. SUDDOrt for DErents Snd Carsre to keep ohioren safs cninG - GOV

6 to0is 1o be
oliEd oot i gt Against oni Sruers. 143, Rstrisved from

TECH ErF ™. Giabried 80040213

& Tenokd, 5. E. [2018). Peciatrios. doi: 10.1642/pecs.2017-37 18, i 7 Craoren Cx for Engiang, 2023, 4
ot of it I sofualy just sbuze™: Young pecpieand 16 Cybar Cnoioss — Natonal Grims Agenoy.

“THE IMPACT OF SOCIAL MEDIA ON' HEALTH OF. pf 7 '\GPCCWHJCMME experiences of kgal but

ADULTS: & SYSTEMATIC

REVIEW. Knalar, & M Alubied, A

A Knaiat, A W, A

lenilgransoom missioner gov.uk)

AND TRAUMA:
V’c!;y l_awwn 12023) nitpe./idavidiriokey comimcourcss

HOUSE OF COMMONS REPORT: kmpaot of sooial msdia and sersen uss of
u/paiem2

Qrooming resources | Internst hstters

=  FResources to prmenluillrmml

m:icﬂsmnand gumng Radicaliaation of

CvaERBUL
Ve, 3. (2023) Esueatonsl ana Cris Peyenziegy Dectors Trssie. Lriers)
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My Action Plan

ACTIVITY:

Encourage two-way communication with
your child

EDUCATE
Stay informed about the latest online risks

What three things will you do differently to help G Soe e st
keep your child safe online?

m HOUSE RULES
Set clear rules for internet use

ACTION

The steps | will need to take to make this happen




Expectations for schools

Ensure school policies, practice and curriculum
meet KCSIE and other government requirements

Share the Guide with all parents
Publish the Guide on your website
Display the poster in your foyer

Hold opt-out parent courses for Years R, 5, 7
and 9, including practical parent workshops

Expectations for Schools

Schools already do a great deal to support children's awareness of online safety and to
safeguard them from harm at school and at home. Safeguarding children is everyone’s
responsibility, and it is expected that schools will support parents and carers to
understand the risks and to put measures in place to safeguard children at home.

Sehools should consider ensuring strong and
ongoing implementation of the Tollowing:

I 1 ONLINE SAFETY CURRICULUM

Schools must ensure Ehair cumculum is robust and
relgvant tor each age group, tollows national guidance,
and addresses key aspects of online salety
2 RESPONSIVENESS TO EMERGING
ONLINE ISSUES
Schools Must be responske to emerging onling
izsues. For example, an increass in onine bulling
&t the school oF in nationwice statistics should

be sddressed with 2 special workshop and
communication with parents.

I 3 FILTERING AND MONITORING

Schools are expected to have & filtering and
monionng system in place tor &l school devices and
all devices which connect to the school network,
Schoois should heve a named person keading on
Titering and monitonng.

4 AVAILABILITY OF TRUSTED
SCHOOL ADULTS

Cen students &sk a trusted sk &t achool Tor

achice? Does your school Tosier posifive two-way
communcation about onine acthity? Schooks shoud
ensure that students know They can approach membens
of staff for support and Quidenoe &5 CONCAMS arse.
Vulnerainis individuais may nead mone regular check ins
end support, and may also need & taliored curmcubm.

I 5 STAFF TRAINING

Schoots should ensure that key leaders attend bomough
oniine salety training. Schooks should engure that staft
training = wel planned and regquisry refreshad. Thiz
shioukd inclucs flesing and monitonng tranng as well
aa the materials presented in this leaflst.

I 6 PARENT EDUCATION

Schoois should run opt-out parent workshops:
in Recaption, Yeer 5, Year 7 and Year 9, with the
enpectation that al parents ard caners attend. These
workshiops should inchude the materials presented
in this leaflet and should have an emphasis on

» EDUCATE, CO-VIEW and HOUSE RULES.
Wiorkshope should include key rigks and an emphasis
O COMTICN iSsues in the school community. Schocs
should addiionaly consider how imomation can be Daat
imparted to parents who do not apeak English.

I 7 PRACTICAL PARENT WORKSHOPS

Parents often nead support understanding the devices
in thesr homes. We recommand that schools provide
guides to parental conirols 83 pert of educating
perants, including praciical wak-throughs.

| 8 MONITORING AND ANALYSIS OF
OMNLINE SAFEGUARDING INCIDENTS

It bs recommended that schools regulery collect and
analyse their own online salety data 10 enswe ther
actions are having an impeact.

Kaep Your Child Saiu Onlime | A Gude for Parent, Caersand Guardans 29




How can Governors and Trustees support schools?

Read the guidance

Ensure school policies include a section on filtering and monitoring, on remote
education and on the use of mobile phones on school premises

Ensure the school has a regular cycle of staff training

Ensure the school has an emphasis on ‘trusted adults’ that students can
approach if they are concerned

Ensure the school has published the Keep Your Child Safe Online Guide on |
its website J

Ensure the school has an annual cycle of opt-out parent courses and S
workshops, and attend where possible. Consider how to meet the needs of
families who may not speak or read English fluently |soouspurs | auonomma o mnssor

Meet regularly with the DSL/senior leader responsible for online safety at the S
school to discuss emerging issues SRR

Ask questions about how children with SEND are supported with online safety

Request data on behaviour and safeguarding incidents with an online safety
link, monitoring and analysing these on a regular basis ENFIELD

Consider and discuss emerging issues and how the school could best Council
address these

Expectations for Schools

Schools already do a great
safegua

I 1 ONLINE SAFETY CURRICULUM

I 6 PARENT EDUCATION

| 7 PRACTICAL PARENT WORKSHOPS
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