	PART 1
ENFIELD DATA PROTECTION IMPACT ASSESSMENT PRE-SCREENING AND ASSESSMENT 



Project name:
If known supplier details/ potential suppliers:
Provide a brief overview of what this project and the solution is trying to achieve:
 
Is personal data processed as part of this contract?                                          Yes ☐ No ☐
If yes, please complete the DPIA pre-screening assessment and send to 
schools.data.protection.officer@enfield.gov.uk

When should the Data Protection Impact Assessment need to be used?
A Data Protection Impact Assessment (DPIA) must be completed for any proposed new or change to a system, technology, project, data processing activity, collection, storage, use, or disposal of personal data (any information relating to an identified or identifiable living individual); that may incur a risk, lead to or potentially compromise the rights and freedoms of these individuals (causing them harm or damage). The final outcomes should be integrated back into your project plan (for project purposes only).

Who conducts the DPIA?

The person responsible for the project or nominated to lead on the implementation of the proposed data processing activity (sharing of information or processing) will be responsible for completing the assessment and, where necessary, the DPIA. The Data Protection Officer (DPO) and the Data protection team, can provide support, advice and guidance to the person completing the assessment form and the DPO will review the completed form, endorse the recommended actions, and will need to receive assurances that these have been completed. 

How and when you should you complete this assessment?
· Complete this form at the start of your project/ sourcing stage

· Completed pre-screening assessment questions should be returned to the Data Protection team via email: schools.data.protection.officer@enfield.gov.uk The form will then be checked by the DPO and you will be provided with advice on your responses within a minimum of 3 days as to whether you need to complete the full DPIA form.
· Please ensure that you retain the original copy of the form, for reference purposes and forward a copy to the Data Protection team, who will also maintain a central record.  The  
· The form will then be checked by the DPO and you will be provided with advice relating to your responses, including relevant comments via an updated form that will be sent back to you.  This will be provided within a minimum of 5 days.
· Please note that Enfield Council (DPO) may need to submit this document as evidence to the ICO, if they need to consult the Authority about any identified, high risk/s or issues associated to mitigation of these risks. 


	School
	
	Version issue date
	

	DPIA conducted by (your name/person responsible)
	
	Version
	

	Your name/role
	
	Revision date 
	

	Your contact details (email address, telephone number)
	
	Summary of changes
	

	Date returned to the Data Protection Team
	
	Is this pre-screen document related to a legal contract instruction
	Yes/No



Before starting the pre-screening, please identify the role that the School and provider(s) will fill. Use these definitions to help you decide.
 
If you answer yes to any of the questions below then you are likely to be the controller
Do you decide any of the following?
· to collect personal data in the first place.
· what types of personal data to collect.
· the lawful basis for doing so.
· the purpose/s the data is to be used for.
· which individual/s to collect data about.
· whether to disclose the data, and if so, to whom.
· what to tell individuals about the processing.
· how to respond to requests made in line with individuals’ rights; and
· how long to retain the data or whether to make non-routine amendments to the data.
 
NB: You may wish to consider the following when determining the roles and responsibilities in respect of the data processing activity:- 
 
· ‘controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data.
 
· ‘Where two or more controllers jointly determine the purposes and means of processing, they shall be joint controllers.’
 
· ‘Processor’ means a natural or legal person, public authority, agency or other body which processes personal data Processors act on behalf of the relevant controller and under their authority on behalf of the controller. In doing so, they serve the controller’s interests rather than their own.

What is the arrangement between the parties?  Please tick:
 
The School as Controller and the Supplier as Processor  ☐

The School and the Supplier as Independent Controllers ☐

The School and the Supplier as Joint Controllers ☐

The Supplier as Controller and the School as Processor ☐

 
NB:  If you need support with answering the arrangements between the parties please consult the Data Protection Officer (DPO).



	[bookmark: _Hlk113888557]PRE-SCREENING QUESTIONS - to help you assess if a DPIA is needed

	Review and answer ALL the following questions. Answering ‘Yes’ for any will require a DPIA to be completed – you will be required to complete a full DPIA.  If you’ve answered ‘No’ to ALL the below question, you do not need to conduct a full DPIA.

	1. Do you plan to conduct or use systematic and extensive profiling that may/will have a significant effect upon individual (data subjects?)
	Choose an item.
	2. Will the project or processing activity, involve largescale processing of personal data? (consider number of individuals concerned, volume of data, variety of data, duration of processing, geographical extent of processing)
	Choose an item.
	3. Will the project involve the processing of special category or criminal offence data on a large scale?
	Choose an item.
	4. Will the project involve the processing of data that would be considered highly personal or ssensitive in nature, due to who it relates to (i.e., children or other identified vulnerable groups?)
	Choose an item.
	5. Do you plan to systematically monitor publicly accessible places on a large scale i.e. utilize CCTV or equivalent?
	Choose an item.
	6. Will the project involve the use of new or innovative technology to process data?
	Choose an item.
	7. Will the proposed data processing activity involve the matching of data?
	Choose an item.
	8. Do you plan to use profiling or special category data to decide on access to services?
	Choose an item.
	9. Do you plan to profile individuals on a large scale?
	Choose an item.
	10. Do you plan to process biometric data (in combination with any of the criteria from the European guidelines?)
	Choose an item.
	11. Do you plan to process genetic data (in combination with any of the criteria from the European guidelines?)
	Choose an item.
	12. Does the project involve the matching or combining of different dataset (groups of information?) from different sources?
	Choose an item.
	13.  Will you collect personal data from a source other than the individual without providing them with a privacy notice (‘invisible processing’) in combination with any of the criteria, from the European guidelines?
	Choose an item.
	14.  Will the project track individuals’ location or behaviour (in combination with any of the criteria from the European guidelines?)
	Choose an item.
	15.  Will the project involve profiling children or targeted marketing or online services at them?
	Choose an item.
	16.  Could the processing of data endanger the individual’s physical health or safety in the event of a security breach.
	Choose an item.
	





Decision (DPO complete this section)
Outcome (tick one):
☐ No DPIA required – no personal data, or only publicly available information, and low risk.
☐ No DPIA required – personal data involved but low risk and not likely to result in high risk (controls in place).
☐ DPIA required – potential high risk or high risk indicators present.
☐ Further information required – DPO to advise.
Reason for decision (short, plain English):
[e.g., “Public HMO register only; no enrichment/matching; limited use under contract.”]
DPO review (completed by Data Protection Team):
☐ Reviewed and agreed – DPIA required
☐ Reviewed and agreed – DPIA not required
☐ Further information required
DPO name:
Date:
Notes / actions:

