SAR Response Guidance

1. Recognise a SAR immediately
A SAR can be made:
· In writing or verbally
· By email, letter, form, or even social media
· By the data subject (e.g. pupil, parent, staff member) or their authorised representative
There are no magic words required – if someone asks for their personal data, it’s a SAR.
Good practice:
Log the date it was received as soon as you become aware of it.

2. Check identity (and authority)
Before releasing any data, confirm you are responding to the right person.
Pupils
· Consider Gillick competence: 
· If the child is capable of understanding, they are the data subject.
· Parents do not automatically have SAR rights over a competent child’s data.
Parents
· If the child is not competent, a parent with parental responsibility can act on their behalf.
· Ask for proof if needed (e.g. birth certificate, court order).

Staff or former staff
· ID may be required if the request comes from a non‑school email address.
⛔ Don’t over‑verify; only ask for what’s reasonable.

3. Clarify the scope (if necessary)
SARs can cover everything, but you are allowed to seek clarification if the request is very broad.
Example:
“You’ve asked for all personal data we hold about you. To help us respond efficiently, is there a specific timeframe or type of record you’d like us to focus on (e.g. emails, safeguarding, SEN records)?”
✅ The one‑month clock continues to run while you wait for clarification.

4. Know what data must be searched
You must search all systems where personal data is likely held, including:
· MIS (e.g. SIMS, Arbor, Bromcom)
· Email accounts (including staff emails about the data subject)
· Paper files
· Safeguarding / pastoral records
· SEN files
· Behaviour logs
· CCTV (where identifiable)
· WhatsApp / Teams / informal school systems if used for school business
 A common risk: school email inboxes not being checked thoroughly.

5. Apply exemptions carefully
You do not have to disclose everything. Common school‑specific exemptions:
a. Third‑party data
· If releasing the data would identify another individual, you must: 
· Obtain consent or
· Redact the third‑party information or
· Withhold the information if disclosure would be unfair
b. Safeguarding and child protection
· You can withhold information if disclosure would: 
· Put a child at risk
· Prejudice safeguarding or ongoing investigations
c. Legal advice
· Information covered by legal professional privilege is exempt.
Exemptions must be justified and documented, not applied automatically.

6. Redact properly
Redaction must be:
· Irreversible (not just black boxes over text)
· Checked carefully so no metadata or hidden text remains
Ensure:
· Names of other pupils/staff removed
· Opinions clearly relating to others removed
· Internal codes or comments that identify others are redacted

7. Respond within the deadline
Time limits
· 1 calendar month from receipt
· Can be extended by up to 2 months if: 
· The request is complex or numerous
If extending, you must:
· Inform the requester within the first month
· Explain why the extension is necessary
Fee
· SARs are generally free
· A reasonable fee may only be charged if the request is manifestly unfounded or excessive

8. What the response must include
Your response should:
· Provide the personal data
· Be in a clear, accessible format
· Include a cover letter explaining: 
· What data is included
· Any exemptions applied
· The individual’s right to complain to the ICO

9. Keep a clear audit trail
Maintain a SAR log including:
· Date received
· Identity checks
· Searches completed
· Exemptions applied (and why)
· Date response sent
This is critical if the request is later challenged.

10. If things get difficult
Seek advice if:
· The SAR involves safeguarding
· There is family conflict
· The requester is threatening legal action
· The request overlaps with litigation or complaints
Often worth involving:
· Your DPO
· Local authority / trust legal team
· External data protection advisers

Common school pitfalls to avoid
❌ Missing informal records (emails, messaging apps)
❌ Automatically giving parents everything about a child
❌ Redacting too much “to be safe”
❌ Missing the deadline
❌ Withholding information without documenting why

