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1 [bookmark: _Toc62817649][bookmark: _Toc240017409]
Introduction

1.1 We are required under the Data Protection Act 2018 (DPA) and UK General Data Protection Regulation (UK GDPR), to provide individuals or an approved representative, with a copy of personal information held about them. This type of request is called a Subject Access Request (SAR), which provides an individual the ‘right of access’ to request personal information about themselves.

1.2 The school is required to ensure that appropriate processes are maintained in relation to the processing of SARs, in accordance with the requirements of the DPA, to ensure that the right of access to information by staff and customers can be fully exercised.

1.3 This document provides a framework for us to meet legal and corporate requirements in relation to information requests within the scope of the DPA.

1.4 The policy applies to all personal information created, received, used, and stored as a record by the school, irrespective of where or how it’s held.

1.5 It must be noted that the legislation is a legal requirement and the school can be fined or reprimanded for non-compliance or breaches relating to this type of request. Individuals may also be prosecuted where data is not processed in accordance with the school’s procedures.

1.6 This policy should be read in conjunction with the school’s Data Protection Policy, alongside information about SARs on the Information Commissioner’s (IC) website. and the DFE Dealing with SARs guidance.
[bookmark: _Toc62817650]
2 [bookmark: _Toc240017410]Aim of the Policy

2.1 The aim of this policy is to clarify our legal obligations and requirements for the processing of SARs and to ensure that all such requests:

· Are processed according to the current guidelines.
· Are managed under a defined framework for processing SARs.

2.2 The school will actively seek to meet its obligations and duties in accordance with the legislation, and in so doing, will not infringe upon the rights of its employees, customers, third parties, or others. 

3 [bookmark: _Toc62817651][bookmark: _Toc240017411]Scope

3.1 The policy governs the requesting of personal information (only) held on record by the school, about an individual or another third party (if they have authority, consent or responsibility for i.e., a child if they are formerly recognised as having parental responsibility and meet the relevant age requirement.) The request can relate to personal information held within records by any part of the school.

3.2 This policy does not apply to requests relating to access to information about deceased individual, as they are not alive or classified as being an identifiable person (i.e., a ‘data subject’). Requests relating to deceased individuals are governed by the Freedom of Information (FOI) Act 2000 and further details can be found in our Deceased Persons Records Policy.

3.3 This policy does not apply to any request that is not made by, or on behalf of, the data subject. 
[bookmark: _Toc62817652]
4 [bookmark: _Toc240017412]Related Acts

Data Protection Act 2018
4.1 The Data Protection Act 2018 (DPA) governs how information about people (personal data) should be handled. It also gives rights to individuals whose data is held. The Act is enforced by the Information Commissioner (ICO). 

The UK General Data Protection Regulation, UK GDPR
4.2 The UK General Data Protection Regulation, (UK GDPR), is a modified version of the EU regulation (GDPR) that is applied in the UK, following Brexit.  These regulations support the DPA.

Data Use and Access Act (DUAA) 2025
4.3 The DUAA 2025 makes several amendments and supplements to UK GDPR, DPA 2018 and PECR (Privacy and Electronic Communications Regulations), it does not replace them. 

Freedom of Information Act 2000 (FOI)
4.4 This Act extended some of the provisions of the DPA to govern structured and non-personal information held by public authorities including schools. It also made it a criminal offence to alter, deface, block, erase, destroy or conceal information with the intention of preventing disclosure of information, when a request has been made. 

The Adoption and Children Act 2002 
4.5 This Act restates and amends the law relating to adoption, and access to information which would enable an individual to obtain a certified copy of their birth records. 
[bookmark: _Toc62817653]
5 [bookmark: _Toc240017413]Individual’s Right to Access information

5.1 This right to access personal information is a basic principle of the legislation. It’s most often used by individuals who want to see a copy of the information an organisation holds about them. However, the right of access goes further than this, and an individual who makes a written request, is entitled to the following:

· Be told whether any personal data is being processed.
· Give a description of the personal data, the reasons it’s being processed, and whether it will be given to any other organisations or people.
· Told how long it will be retained for.
· Given details of their rights under the law.
· Given a copy of the information comprising the data (if it has been determined that they are permitted to view the data).
· Given details of the source of the data (where this is available).
· Given details of any automated decision making or profiling.

5.2 Information that can be disclosed as part of a SAR is ‘all information which relates to the data subject’, subject to any data protection exemptions that may apply, for example information that is part of management planning, information given in confidence, or information that may cause harm or distress to the data subject or others, if disclosed. 

5.3 The search for information needs to be reasonable and proportionate. 

5.4 A requester is not simply entitled to “everything where my name is mentioned”, instead they are entitled to information that relates to them or their child, i.e.:

· The context is clearly about the data subject i.e. they are the topic of conversation.
· The purpose is to evaluate the subject i.e. treat them in a certain way or influence their status or behaviour. 
· The result has an impact on the subject.

Guidance on ‘relates to’ can be found on the Information Commissioners website here.

5.5 [bookmark: _Toc62817654]The school cannot charge a fee for SARs, unless they are clearly excessive, manifestly unfounded or the requester requires additional copies. The school should seek guidance from the Council’s Data Protection Officer if we are considering applying a charge for responding to a SAR.

5.6 Please note that the legal timescale to respond to a SAR is one calendar month from the receipt of the request. The timescale is calculated as a calendar month, not 30 days. For example, a SAR received on 01 September would normally be due by 01 October, or the next working day if that date falls on a weekend or public holiday.

5.7 The deadline can be extended by up to a further two months for a maximum three months in total, if the request is complex or if multiple requests have been made by the same individual. The requester must be informed of the extension and the reasons for it within the first month. 

6 Who can make a Subject Access Request?

6.1 All individuals have the right of access to personal information held about them. This includes the individuals to whom the record relates (e.g. children, their parent), or any other individual who is referred to directly in that file.

6.2 An individual is not usually entitled to know what is recorded about another individual without their consent. This type of request relates to third-party data.

6.3 A third-party (a representative or other authorised/approved individual or organisation) may act on behalf of the data subject, in the circumstances below. The following represent examples of typical third-party requests: 

· An adult acting on behalf of a child (who is under the age of 13 years old) e.g. a parent or carer with parental responsibility 
· An adult acting on behalf of another person without capacity e.g. carer or advocate 
· An adult acting on behalf of another adult who has capacity and has provided consent to request the data e.g. a carer or legal representative such as a solicitor

6.4	In some circumstances the requests may be combined. e.g. a solicitor acting on behalf of a parent who is acting on behalf of a child.
6.4  A key principle of the law is that the data subject is the owner of their data, even if they are a child. This means that a child can make a SAR regardless of their age.  

6.5 A child should be consulted about any request that relates to the release of their data, if they are considered to have good understanding and judgement of their rights. 

6.6 Children who are 13 years old and over, are generally defined as ‘Gillick competent’, being able to demonstrate a level of maturity and understanding and awareness about the consequences of their decisions”.  In this instance, they should be asked if they are happy for the school to release their data without the need to also seek the consent of their parent/s, (even if their parent/s have parental responsibility.)  

6.7 Although parents or guardians or equivalent, who have parental responsibility, do not need to formerly seek the consent of their children, it is good practice and courteous to consult them. 

6.8 Third parties requiring access to personal information about a child must seek the consent of the parents with parental responsibility or those with legal guardianship, of the child.  Unless, the disclosure is required in line with a court order, or a legitimate or vital interest that overrides this consent. 

6.9 Other types of third-party requests, which are not made on behalf of the data subject, are dealt with under the DPA and in sections below. This includes data sharing between organisations and from the Police.
[bookmark: _Toc62817655]
7 [bookmark: _Toc240017414]Deciding if it is a Subject Access Request (SAR)

7.1 School staff will need to determine whether a person’s request will be treated as a routine enquiry or as a SAR. Any written enquiry that asks for personal information that the school holds about the person making the request, can be construed as a SAR, but in some cases, there will be no need to treat it as such.

7.2 If the request relates to general information that is processed by the school as part of the general running, operation or functioning of the school, then the response should be treated as such. Examples of these requests might be:

· “I’ve lost the login details for the school site. Can you send me a new password to my email?”
· “How many payments did I make into my school dinners account last month?”

7.3 The following are likely to be treated as formal subject access requests:

· “Please send me a copy of my staff records”
· “I have a right to see all the notices issued to my child for discipline issues for the last three years. Please send copies to me”
· “I am a solicitor acting on behalf of my client and request a copy of his school records. An appropriate authority is enclosed”

7.4 If there is any doubt about how to respond to the request or the specific information that the requester requires, then the school should go back to them to request clarification. The clock will stop at this point and will not recommence until the requester provides the relevant clarification.  

7.5 When responding to a request in any situation, staff must ensure that they check that the identity of the person is genuine. Note that if there is no doubt as to identity of the requester e.g. it is a face-to-face request from a member of staff, or the email used is the same one as logged on the school database as the primary contact, it is not necessary to request identification documentation.

7.6 The clock will not start on the timescale to respond to the SAR until identity, if required, is confirmed.
[bookmark: _Toc62817657]
8 [bookmark: _Toc240017415]Members of Parliament or Elected Councillors

8.1 Where the school receives a request for information from a Member of Parliament or a Councillor, and where the MP or Councillor represents the ward in which the data subject lives, it is generally accepted that they are acting on behalf of, and with the consent of their constituents. Written consent therefore of the data subject may not always be provided or be practical in these circumstances.  

8.2 MPs or Councillors are their own data controllers and must ensure that the person they are supporting has provided the necessary identification before information is supplied to them and have the authority to act as a third-party representative on behalf of someone else.

8.3 MPs or Councillors would be required to declare that they are the ward representative and that they are requesting the information in the context of a request received by a constituent. 

8.4 Where there is no reason to believe that the request is not genuine, it would be permissible to release information to the MP or Councillor. It would be good practice however, in these cases, for staff to telephone the data subject to confirm that a request has been received and to obtain verbal consent to release the information to aid the MP or Councillor to carry out their official duties.  A record of consent should be maintained. 

8.5 Where highly sensitive data that is special category personal data is being released or requested, it will be necessary and good practice for staff to seek written consent from the data subject. This will also provide an audit trail of decision-making.

8.6 [bookmark: _Toc62817658]Staff should obtain advice from the data protection lead if there is any doubt as to whether a request should be processed. A good practice e-guidance note on the release of information to Councillors can be obtained from the ICO's website. 

9 [bookmark: _Toc240017416]Health, Safety and Welfare of Data Subjects

9.1 Personal data should only be disclosed over the telephone in emergencies (e.g. to the Police, Social Services, medical professional etc), where the health, safety or welfare of the subject would or is at risk. This enables the disclosure of data where there is a vital interest to release it.

9.2 If data must be disclosed by telephone, it is good practice to ask the third party for their switchboard number and to call them back via this number (requesting them by their name). If in doubt, get advice from a senior member of staff. 
[bookmark: _Toc62817659]
[bookmark: _Toc240017417]10	Disclosure to the Police and Law Enforcement Agencies

10.1	The Data Protection Act includes exemptions which allow personal data to be disclosed to law enforcement agencies, without the consent of the individual, and regardless of the purpose for which the data was originally gathered. Personal data may be released if: 

· Failure to provide the data would prejudice the prevention or detection of crime, the apprehension or prosecution of offenders, or the assessment or collection of any tax or duty.
· Failure to provide the information would put vulnerable individuals at risk
· The information is required for safeguarding national security.

10.2	Normally, requests for information under these exemptions will be made by the Police, but it may also involve requests from other organisations that have a law enforcement role such as Department of Works and Pensions (DWP) Benefit Fraud Section.

10.3	It should be noted however, that the school is under no obligation to provide information to a law enforcement agency. Law enforcement agencies must submit a request for disclosure which should outline:

· A sufficient explanation about why the information is necessary, to the extent that not providing it may prejudice an investigation.  
· Confirmation of the less intrusive enquires they pursued prior to submitting the disclosure request
· Confirmation of how receipt of the information would assist to prove or disprove the allegation/ investigation.
· Confirmation of how receipt of the information would assist the police to identify and/or apprehend an offender.

10.4	This will provide evidence of justification and an audit trail of the basis for decision making, ultimately satisfying the school that the disclosure of the information is necessary. We need to ensure that the information is being provided to a genuine and properly authorised investigation.

10.5	If we are not satisfied that there are valid grounds for releasing the information, the legislation does not oblige us to release information, neither does the exemption require the school to disclose all personal information, in all circumstances. Key questions to ask are:

· Am I sure the person is who they say they are? For this reason, particular care should be taken if the request is made over the telephone. You should always ask for the request to be made by email or in writing.
· Is the person asking for information to prevent or detect a crime, or catch or prosecute an offender? Is there a risk to a vulnerable individual? 
· If I do not release the personal information, will this significantly harm any attempt by the Police to prevent crime or catch a suspect? (The risk must be that the investigation may very well be impeded).
· If I do decide to release personal information to the Police, what is the minimum I should release for them to be able to do their job?

10.6	Releasing information to the Police, is a complex area, if in doubt, seek guidance from the Data Protection Officer. Further guidance can be obtained the IC website here, and in our Police Disclosure Policy. 

10.7	Do not be bullied into disclosing data if you have any doubt as to the validity of the request. Either ask the third party to submit the request in writing and/or or refer the request to senior staff. If in doubt, always ask your manager, Head Teacher or your data protection lead for advice and support.
[bookmark: _Toc62817660]
[bookmark: _Toc240017418]11	Requests that will Normally be Refused

[bookmark: _Toc62817661][bookmark: _Toc238649488]11.1	The school will generally refuse requests from other third parties, including but not limited to estate agents, landlords, debt collection agencies, tracing agencies, private investigators, and creditors where they seek information about an individual without the individual's consent.

12 [bookmark: _Toc240017419]Policy Review

12.1	[Recommended] This policy will be reviewed annually by the senior leadership team and updated as necessary to reflect changes in technology, emerging cyber security threats, legal and regulatory requirements, and recognised best practice.

12.2	Any revisions to the policy will be submitted to the Board of Governors for approval. The Board of Governors is also responsible for providing strategic oversight of the school’s cyber security arrangements and for ensuring appropriate assurance is in place regarding compliance with this policy and related security requirements.
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