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[This is a proposed template policy intended as a guide allowing individual schools to reflect their own policies and approaches]
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1 [bookmark: _Toc39236416][bookmark: _Toc106359183][bookmark: _Toc239952502]Purpose and Scope of the Policy

1.1 This policy establishes the requirements and procedures for handling requests for personal information received from third parties. It aims to ensure that all disclosures of personal data are lawful, fair, transparent, and compliant with:

· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Human Rights Act 1998
· Common Law Duty of Confidentiality
· Freedom of Information Act 2000 (where applicable)
· Relevant statutory safeguarding duties

1.2 We recognise that personal information should only be disclosed where there is a lawful basis to do so and that disclosures must be limited to the minimum information necessary for the stated purpose.

1.3 This policy applies to all staff who receive requests for personal information from third parties. It covers requests received from:

· Members of Parliament (MPs)
· Elected Councillors
· The Police
· Government departments
· Law enforcement agencies
· Solicitors and legal representatives
· Debt recovery agencies
· Medical professionals
· Social care organisations
· Other public bodies
· Any individual or organisation requesting information about another person.

1.4 This policy applies to requests made verbally, in writing, electronically, or by telephone.

1.5 This policy is separate to the policy and procedures relating to Subject Access Requests, which are made by individuals (or their parents and guardians) in relation to their own personal information. Further detail can be found in our Subject Access Request policy. 

2 [bookmark: _Toc239952503]General Principles

2.1 The school will only disclose personal information where:

· The identity of the requester has been verified.
· The requester has authority to receive the information.
· There is a lawful basis for disclosure.
· Disclosure is necessary and proportionate.
· The information provided is limited to the minimum required.
· The disclosure is properly recorded.

2.2 Staff must not disclose personal information where there is uncertainty regarding the legitimacy, authority, or legal basis of a request. Where doubt exists, advice should be sought from a manager or the school’s data protection lead. 

3 [bookmark: _Toc239952504]Requests from Members of Parliament and Elected Councillors

3.1 [bookmark: _Toc39236420][bookmark: _Toc106359187]Where a Member of Parliament or Councillor contacts the school regarding a constituent who resides within their constituency or ward, it is generally accepted that they may be acting on behalf of that constituent. In such circumstances, written consent from the constituent may not always be available or practical.

Verification Requirements
3.2 Before disclosing information, we should ensure that:

· The individual is a serving MP or Councillor.
· They represent the relevant ward or constituency.
· The request relates to a matter raised by the constituent.

The MP or Councillor, or their staff, should confirm that:

· They are acting in their official representative capacity.
· The request originates from the constituent concerned.

Obtaining Consent
3.3 Where practicable, we should:

· Contact the data subject directly.
· Confirm that they have requested assistance from the MP or Councillor.
· Obtain verbal consent before disclosure.

A record of that conversation should be maintained.

Special Category Data
3.4 Where information contains special category data including information relating to:

· Health
· Ethnicity
· Religious beliefs
· Sexual orientation
· Criminal offences

Written consent from the data subject should normally be obtained before disclosure unless another lawful basis applies.

4 [bookmark: _Toc239952505]Requests from the Police and Law Enforcement Agencies

4.1 [bookmark: _Toc39236421][bookmark: _Toc106359188]The Data Protection Act 2018 contains exemptions permitting personal information to be disclosed without consent where disclosure is necessary for:

· The prevention or detection of crime.
· The apprehension or prosecution of offenders.
· The assessment or collection of tax or duty.
· The protection of vulnerable individuals.
· National security purposes.

4.2 The existence of an exemption does not create an obligation on us to disclose information. The requester must provide sufficient detail to demonstrate why disclosure is necessary and proportionate.

Verification
4.3 Prior to disclosure, we must satisfy ourselves that:

· The requester is who they claim to be.
· The request is genuine.
· The requester has official authority to obtain the information.

4.4 Where there is doubt, we should request:

· Official email correspondence.
· Written requests on organisational letterhead.
· Relevant request forms.
· Telephone requests should be treated with caution.

Disclosure Assessment
4.5 Before disclosure, we should consider:

· Identity – are we satisfied that the requester is who they claim to be?
· Necessity - is the information required to prevent or detect crime, safeguard a vulnerable person, or support another lawful investigation?
· Prejudice Test - would withholding the information significantly prejudice an investigation?
· Data Minimisation - what is the minimum amount of information necessary to achieve their purpose?

Escalation
4.6 In all cases, staff must seek advice from:

· Their manager
· The information asset owner
· The school’s data protection lead

4.7 Staff must not feel pressured into releasing information where legitimate concerns exist. Further details can be found in the school’s Police Disclosure policy.

5 [bookmark: _Toc239952506]Requests from Family Representatives

5.1 Where the school receives a request from a third-party such as a family member or a representative, or a solicitor acting on behalf of an individual information can only be released where the data subject has given consent. The consent must be in writing with a signed letter of authority/letter from the data subject. 

5.2 We should verify the identity of the requester even if it is received from a ‘trusted’ third-party such as an approved Solicitor. Staff should check the Solicitor’s credentials by conducting a search of the Solicitors Regulatory Authority (SRA) Register, to avoid potentially fraudulent requests.

6 [bookmark: _Toc239952507]Requests that will Normally Be Refused

6.1 [bookmark: _Toc39236422][bookmark: _Toc106359189]The school will generally refuse requests from other third parties, including but not limited to estate agents, landlords, debt collection agencies, tracing agencies, private investigators, and creditors where they seek information about an individual without the individual's consent.

7 [bookmark: _Toc239952508]Emergencies and Protection of Life

7.1 [bookmark: _Toc39236423][bookmark: _Toc106359190]Personal information may be disclosed in emergency circumstances where necessary to protect life, health, safety, and welfare. Examples include urgent requests from:

· Police
· Social Care
· Medical professionals
· Other emergency services

7.2 Where information is disclosed by telephone, the school should verify the caller's identity. A call-back should be made using an official switchboard number wherever possible. A record of the disclosure should be maintained.

8 [bookmark: _Toc239952509]Record Keeping

8.1 [bookmark: _Toc44239445][bookmark: _Toc39236424][bookmark: _Toc106359191]All disclosures must be recorded, including:

· Name of requester.
· Organisation.
· Date of request.
· Information requested.
· Lawful basis relied upon.
· Information disclosed.
· Authorising officer.
· Date of disclosure.

8.2 Records must be retained in accordance with the school’s Records Retention Schedule.

9 [bookmark: _Toc239952510]Policy Review  

9.1 [Recommended] This policy will be reviewed annually by the senior leadership team and updated as necessary to reflect changes in technology, emerging cyber security threats, legal and regulatory requirements, and recognised best practice.  

9.2 Any revisions to the policy will be submitted to the Board of Governors for approval. The Board of Governors is also responsible for providing strategic oversight of the school’s cyber security arrangements and for ensuring appropriate assurance is in place regarding compliance with this policy and related security requirements.  
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