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1. [bookmark: _Toc62817666]Introduction

1.1 Recognise a Subject Access Request (SAR) when it is made. A SAR can be made:

· In writing or verbally
· By email, letter, form, or even social media
· By the data subject (e.g. pupil, parent, staff member) or their authorised representative.

There are no magic words required – if someone asks for their personal data, it’s a SAR. There is no obligation for the applicant to complete any forms that the school creates for its convenience.

1.2 A SAR application is valid, if a sufficient description of the information required is provided, along with the appropriate and verified ID (see Section 2.4). All requests should be acknowledged within 5 days (see template acknowledgement letter and select appropriate response i.e. if seeking ID, clarification etc).

1.3 A request for information can arrive in any part of the school, and must be dealt with locally, by those authorised to process SARs. All SAR requests must be logged with the School Business Manager for tracking and compliance purposes, but they are NOT responsible for fulfilling the requests (they will co-ordinate the collection of information and then the response will be issued by the Head Teacher). An audit trail of all documentation must be maintained with relevant teams/departments. 

1.4 The SAR log should contain at least the following information

· Date received
· Date due – 1 month from receipt if ID checks verified on the initial request.
· Identity checks completed and date validated – 1month deadline begins.
· Date of clarification request if sent, the 1-month date will pause until the clarification is received
· Extension deadlines if applied (up to 3 months for large/complex requests).
· List of data searches completed.
· Exemptions applied (and why).
· Date response sent.

1.5 In many cases a Freedom of Information (FOI) request is received by the FOI Lead Officer, which subsequently turns out to be a SAR on closer inspection of the request (as the requester requires personal data). The FOI Lead Officer will need to pass the request to the respective SAR officer as appropriate.

1.6 Subject Access Requests received centrally by the Data Protection Officer (DPO) will be passed to the school for appropriate processing.

1.7 The timescale within which requests must be resolved is 1 Calendar Month from receipt of the request and provision of suitable ID (if required).

2. [bookmark: _Toc62817667]Procedures for dealing with an initial request

2.1 The ‘Access to Personal Information (Subject Access) Application Form’ can be used to obtain all the necessary information described in this section. Note that we CANNOT mandate this form – if we receive the required information, we must fulfil the SAR. 

2.2 On receiving a request for information, it must be established whether the individual asking is the data subject or a third party.

2.3 If the request is from the data subject, the following must be in place before any information is disclosed: 

· A record of the request – verbal requests can be made, so we may need to make the record
· proof of identity of the requester if not clearly known
· sufficient details to locate the information

The time to respond does not start until these are in place.

2.4 If the request is from a verified Solicitor or elected member, 2.5 does not apply. Please consult the SAR policy for guidance if requests are received by either of these routes.

2.5 Photocopies of the following are acceptable as proof of identity: 

· Passport 
· Driving Licence 
· Two different utility bills and/or bank statements, from within the past 3 months 
· Verification by a staff member who has been working with that individual. This verification should be recorded on the corporate SAR system. 
· For children, a birth certificate or order showing that the person applying has parental responsibility.

2.6 Individuals are required to detail the specific information that they are seeking access to, although they can also simply request “all data”. However, this may lead to a need for the school to seek further clarification, if it is not clear which information the requester requires. The timescale (allocated time for responding) will stop whilst clarification is being sought.

2.7 Requests for further information and suitable IDs should be sought within five working days after receiving the original SAR, to avoid unnecessary delays. 

3 [bookmark: _Toc62817668]Requests on behalf of children

3.1 A parent does not have an automatic right to information held about their child. The right belongs to the child, and the parent acts on their behalf, providing the parent has Parental Responsibility. Once the child reaches sufficient maturity, the child can exercise their own right, and the parent must act with the child's consent.

3.2 Where parents have separated, consideration should be given to the ‘best interests’ of the child in releasing information to the requesting parent.

3.3 In England and Wales, the age at which the child reaches sufficient maturity is judged to be the age of 13, but this may vary according to factors particular to that child. The test is “Gillick competence” i.e. the child is able to understand the issues and risks.

For a child insufficiently mature the following is required: 

· the request in writing 
· proof of identity of the requester (adult) 
· proof of the responsibility of the adult for the child 
· proof of identity of the data subject (child) 
· sufficient details to locate the information 

For a child sufficiently mature the following is required: 

· the request in writing 
· proof of identity of the requester (adult) 
· proof of child's consent for the adult to access their information 
· proof of identity of the data subject (child) 
· sufficient details to locate the information 
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4.1 For an adult acting on behalf of an adult without capacity the following is required: 

· the request in writing 
· proof of identity of the requester (adult) 
· proof that the requester may act on behalf of the data subject 
· proof of identity of the data subject (in some circumstances)
· sufficient details to locate the information 

Please see the Mental Capacity Act 2005 for more information on assessing capacity and who may act on behalf on an individual who lacks capacity.

4.2	For an agent acting on behalf of an adult with capacity the following is required: 

· the request in writing 
· proof of identity of the requester - if a Solicitor, a letter on headed paper will normally be sufficient 
· written consent of the data subject 
· sufficient details to locate the information 

Important note
 
4.2 Where a third party is asking for information on behalf of the data subject, the best interests of the data subject should be paramount when considering the information for release.

5 [bookmark: _Toc62817670]Procedure for providing information

5.1 Information should generally be provided to the subject via the same medium used for the request unless the requestor asks otherwise i.e. if the request has been submitted via email, then the response should also be issued by email (digitally) 

5.2 Your search must be reasonable and proportionate.

5.3 You must search all systems where personal data is likely held, including:

· MIS (e.g. SIMS, Arbor, Bromcom)
· Email accounts (including staff emails about the data subject)
· Paper files
· Safeguarding / pastoral records
· SEN files
· Behaviour logs
· CCTV (where identifiable)
· WhatsApp / Teams / informal school systems if used for school business

5.4 Managers must ensure that a member of staff examines the information to establish whether it is necessary to withhold or redact any information, prior to the disclosure of the information. If anything of concern is identified, they should consult the DPO who will consider their views when assessing the information that they are considering releasing. 

5.5 Any information falling under an exemption will need to be either removed or redacted. This will be by blanking out the information. The minimum of information will be removed. 

5.6 Where information has been withheld, in most cases the requester will be provided with a letter/email explaining what has been withheld and why. It will also include details of how to complain to the School, DPO and ICO. 

5.7 In some circumstances, confirming or denying that a particular piece of information is held, may result in release of information that should be withheld (e.g. explaining that information is being withheld because it relates to a criminal investigation, would reveal that an investigation has taken place or is underway, perhaps prejudicing that investigation, or on occasions where no data is held; but to confirm this, may help limit searches for an individual). In these and other circumstances it may be necessary to refuse to confirm or deny that the information is held. A ‘neither confirm nor deny’ response should not be taken as an indication that the information requested is or is not held by the school.

5.8 Where the information cannot be easily understood without explanation, supporting information should also be provided. A record of what has been provided and withheld, with reasons, will be kept by the school.

5.9 The legislation gives a right to a copy of the information in permanent form, and in easily accessible electronic format. A copy of the information will be provided unless the requester agrees otherwise or it would involve disproportionate effort.

5.10 The information provided must also include (references are to the UK GDPR):

a) the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period. 
b) the existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of processing concerning the data subject or to object to processing as well as the right to data portability. 
c) where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the right to withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal. 
d) the right to lodge a complaint with a supervisory authority. 
e) whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal data and of the possible consequences of failure to provide such data. 
f) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.

5.11 The requester may be offered the opportunity to view the information on school premises in the presence of a relevant school staff member who is able to give appropriate support.

5.12 Where a requester views the information by appointment, they should be attended by a member of staff responsible for the information. 

5.13 If the amount of information is large, the school will consider whether it would involve disproportionate effort to provide copies. If so, the requester will be offered an appointment to view only but be given the facility to copy information when they attend. An alternative is to ask the requester to refine the request further.

5.14 When providing the information, the school will consider the needs of the requester including facilities for translation or providing the information in another accessible format.

5.15 The information should be transferred to the requester in a secure manner, for example by secure email, recorded or special delivery or hand delivery or collection.

5.16 Important note 
Schools are required to respond to requests within 1 month from receipt (even if the request is received during school holiday.)  If the school, at any point during the 1 month, establishes that it will not be possible to process the request during this timeframe e.g. due to staff resources, access to other resources; then it is possible for the school to apply an extension of up to 2 months using the extension timeframe template, (Schools can consult the DPO for further guidance).

6 [bookmark: _Toc62817671]Using the information whilst a SAR is being processed

6.1 Personal information may be used as normal while an access request is being processed. Routine amendments may be made. 

6.2 It is a criminal offence to alter, deface, block, erase, destroy or conceal information with the intention of preventing disclosure of information when a request has been made. This offence can be committed by the school or any member of staff and is punishable on summary conviction by a fine.
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7 Complaints

7.1 Complaints about the school’s processing of personal data will be dealt with in accordance with the school’s complaints procedure. 

7.2 The Data Protection Officer can advise on complaints if required.

7.3 Individuals do have a right to request that the Information Commissioner assess compliance of particular circumstances:

The Information Commissioner, 
Wycliffe House, 
Water Lane, 
Wilmslow, 
Cheshire, 
SK9 5AF
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8.1 Information about members of staff or others acting in a professional capacity 
The information requested will normally include mentions of members of staff or other professionals involved with the individual. This may include records of attendance at meetings, email exchanges, reports written and decisions taken. The names of the professionals involved will normally be released. The exceptions are where: 

· the member of staff may be endangered by release of the information 
· the information relates to the private life of the member of staff (rather than the professional life). This includes home addresses and telephone numbers.

If there is any doubt, please advise the DPO of any concerns you have.

8.2 Information about all other third-party individuals (including relatives or carers) 
Information about non-professionals will normally be withheld, unless there is reason to believe that the other person would be content for it to be released. 

The following will be considered: 

· Any views the third party has given about sharing their information, including any consents or refusal of consents 
· The expectations of the third party about what might happen to their information 
· Whether the third party is capable of consent 
· Any duty of confidentiality owed to the third party 

A professional’s judgement may be sought as it will be based on recent contact with the data subject and third party. 

Where there is no recent professional involvement with the data subject the decision will be taken based on the content of the information held. 
In certain cases, it may be appropriate to write to the third party asking for consent. 

8.3 Deceased individuals are still owed a duty of confidentiality.
Information about deceased individuals cannot be processed via a Subject Access Request as their information is no longer considered to be personal data. However, even after an individual has deceased, there may still be a need to uphold their right to confidentiality, even after death; meaning     that the release of their information would be a breach of confidentiality.

8.4 Legal Advice
This includes legal advice from the Council’s Legal Services or any other legal professional acting on the school’s behalf.
The principle is based upon the need to protect a client's confidence that any communication with his/her professional legal adviser will be treated in confidence and not revealed without consent. This is to ensure there is the greatest chance that justice is administered to the client. 

There are two categories of legal professional privilege: 

· Advice privilege – where no litigation is contemplated or pending
· Litigation privilege – where litigation is contemplated or pending. Litigation is the taking of a legal action by one party against another in which an issue is being taken to a court of law for a judge or magistrate to decide. 

If a file contains legal advice, the client concerned should be consulted to find out whether they consider legal professional privilege applies to the information.
If legal professional privilege does apply to the information, this information can only be released if the client agrees to waive the privilege.

8.5 Information contained in social care records – serious harm arising from releasing
Information contained in Social Care Records may be withheld if releasing it would 'be likely to prejudice the carrying out of social work by reason of the fact that serious harm to the physical or mental health or condition of the data subject or any other person would be likely to be caused.'

8.6 Criminal investigations
Information may be withheld if releasing it would be likely to prejudice the prevention, investigation or detection of crime or apprehension or prosecution of offenders. 

Any information obtained from the police who are using it for this purpose, will be withheld. In the case of doubt over a particular piece of information, the police will need to be consulted.
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Personal data is defined as data relating to a living individual who can be identified from: 

The data and other information, which is in the possession of, or is likely to come into the possession of the data controller. This includes an expression of opinion about the individual and any indication of the intentions of the data controller, or any other person in respect of the individual. 

A Data Subject is an individual who is the subject of the data. 

A Data Controller is an organisation, e.g. the school, or person that determines the purposes for which and the manner in which any personal data are to be processed. 

A Data Processor is any person (other than an employee of the Data Controller but including a legal person such as a limited company) who processes personal data on behalf of the Data Controller e.g. out-sourced work. 

Processing means obtaining, recording, viewing, holding or carrying out any operation on data and includes organisation, alteration, retrieval, disclosure and destruction of the data. 

A Third party is any individual who is not the data subject. 

Subject access right 
An individual is entitled to:

· be informed of what information a data controller holds about that individual 
· be informed of the reasons for processing 
· be informed of those to whom it is disclosed 
· have access to the personal information held 

An individual is entitled to receive a copy of the information held, in a permanent format, unless the effort involved is disproportionate or the individual agrees otherwise. 

Redaction means removing or blacking out information from a document in order to withhold a piece of information. 

Legal professional privilege is defined as the right of the individual or entity to consult lawyers about their legal position and to have the privacy of those consultations respected. In most circumstances such information is privileged from disclosure. 
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The Caldicott Guardian is a senior manager with responsibility for overseeing the arrangements for the use and sharing of service user personal and sensitive information.
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