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1 [bookmark: _Toc39236417][bookmark: _Toc106359184][bookmark: _Toc239951806]Introduction

1.1 Data and information are valuable assets that play a vital role in the effective delivery of education and the day-to-day operations of the school. We all have a responsibility to protect them. Which is why access to the school's information and information systems is restricted to authorised individuals only. Anyone who has not been granted permission to access school information or systems is prohibited from doing so.

1.2 Employees, contractors, and other authorised users will only be granted access to the information and systems necessary for them to carry out their roles. Access rights will be based on business need and the principle of least privilege.

1.3 Access will only be provided to individuals who have agreed to comply with the school's policies, and who have an appropriate relationship with the school, such as:

· School staff.
· Agency, temporary, or contract workers who are subject to a confidentiality or non-disclosure agreement.
· Governors and other authorised representatives who are required to access school information in the course of their duties.
· Third parties operating under an appropriate contractual arrangement, including a data processing agreement where required.

1.4 This policy applies to:

· All employees, including temporary, agency, and casual workers.
· Independent consultants and contractors.
· Governors.
· Any other individual granted authorised access to the school's information systems or information assets.

1.5 Third-party organisations that access the school's information, systems, networks, or facilities must also be aware of, and comply with, the relevant requirements of this policy.

1.6 This policy is intended to support the secure and effective use of the school's information and systems, rather than create unnecessary barriers to legitimate work. If any aspect of this policy is believed to restrict or prevent users from carrying out their responsibilities effectively, they should raise the matter with the [School Business Manager relevant senior staff member] so that appropriate advice or adjustments can be considered.

1.7 This policy should be read in conjunction with the following documents:

· Data Protection Policy
· Cyber and Information Security Policy
· [+ any other applicable staff behaviour policies]
[bookmark: _Toc39236418][bookmark: _Toc106359185]




2 [bookmark: _Toc39236416][bookmark: _Toc106359183][bookmark: _Toc239951807]Purpose of the Policy

2.1 The purpose of this policy is to reduce the risk of accidental, inappropriate, or unauthorised access to the school's information, systems, networks, applications, and those of any connected partner organisations. 

2.2 This policy supports the school's code of conduct. It provides a framework for the secure management of access to information and information systems and helps ensure that staff can carry out their duties effectively, while protecting the confidentiality, integrity, and availability of information.

3 [bookmark: _Toc239951808]Physical Access Control

3.1 Controlling access to school buildings, sites, and facilities is an important part of protecting the school, our pupils, the staff, and visitors. Effective physical security measures help prevent unauthorised access to both electronic and paper-based information and support the school's wider safeguarding and security objectives.

3.2 Appropriate access controls must be in place to ensure that only authorised members of the school workforce, visitors, and contractors are permitted to enter school premises and restricted areas. Where practical, access should be managed through electronic access control systems, such as ID cards. Where electronic controls are not available, alternative measures, such as secure visitor management and signing-in procedures, must be used. Access controls should be strictly enforced in areas that contain sensitive information, important systems, or valuable assets.

3.3 Additional security measures must be implemented in locations that house IT equipment or other important systems, particularly where public access to the building is permitted. Appropriate controls should be in place to prevent unauthorised access outside normal school operating hours, and to protect information from loss, damage, theft, or misuse.

4 [bookmark: _Toc39236419][bookmark: _Toc106359186][bookmark: _Toc239951809]IT Operations and Network Access Control

4.1 Access to the school's information, systems, networks, databases, and applications will be granted and managed in accordance with business requirements, security requirements, and the principle of least privilege.

4.2 [Recommended] A documented access management process must be established for each system, database, or application. These processes must be approved, communicated to relevant users and partner organisations, and consistently applied to ensure that access is granted, amended, and removed in a controlled manner.

4.3 Each business application operated by, or on behalf of, the school should have a nominated system administrator. The system administrator is responsible for managing user access and ensuring that access controls are applied in accordance with this policy and the authorised access management process.

4.4 Access to information and information systems must be based on a legitimate need and the principles of need to know and segregation of duties. Only the designated information owner, system owner, database owner, or application owner may authorise the granting, amendment, or removal of access rights through the formal access management process. System administrators must not grant access without appropriate authorisation.

4.5 Regular audits and reviews of user access must be undertaken to ensure that access remains appropriate and continues to reflect need and job responsibilities. Any inappropriate or excessive access identified during these reviews must be addressed promptly.

4.6 Care must be taken when granting and managing privileged access rights. Privileged accounts, such as administrator or ‘super-user’ accounts, provide elevated levels of access and may allow users to bypass standard system controls. Such access should only be granted where there is a clear business requirement and must be subject to additional monitoring and review.

4.7 Access control requirements must be documented and maintained within an access control list [or equivalent record]. This document should clearly define the access rights and permissions assigned to individuals or groups of users and provide a basis for authorising and reviewing access.

4.8 The access control list must be approved and reviewed regularly by the relevant information or system owner and may be reviewed periodically by the Board of Governors as part of their oversight responsibilities.
[bookmark: _Toc39236420][bookmark: _Toc106359187]
5 [bookmark: _Toc239951810]User Access Management

5.1 [bookmark: _Toc39236421][bookmark: _Toc106359188]The security of the school's systems, networks, applications, and databases depend on the protection of user accounts, passwords, and other authentication tools. Protecting these credentials helps safeguard the information and systems they provide access to and reduces the risk of unauthorised access.

5.2 Effective identification and authentication controls help ensure that access to systems can be linked to a specific individual. This enables activity to be monitored and audited and supports accountability for actions.

5.3 Every member of the staff must be issued with a unique user account for their individual use. Shared, group, and generic accounts must not be used to access the school's information systems or electronic records unless a specific exception has been formally authorised and recorded. Users must not allow others to use their account, and are responsible for ensuring that their usernames, passwords, and other authentication details are always kept secure.

5.4 A formal process must be in place for creating, modifying, suspending, and removing user accounts. Access rights must be reviewed whenever an individual's role changes and must be removed promptly when employment, engagement, or the business need for access ends. Redundant, dormant, and unused accounts must be identified, monitored, and managed regularly to reduce information security risks.
[bookmark: _Toc39236422][bookmark: _Toc106359189]
6 [bookmark: _Toc239951811]Change of Role

6.1 [bookmark: _Toc39236423][bookmark: _Toc106359190]Where a member of staff moves to a different role, their access rights must be reviewed to ensure they remain appropriate to their new responsibilities. The following process should be followed:

· The line manager must notify relevant information owners and system administrators of the change in role as soon as possible.
· Information owners and administrators must review the individual's access rights to ensure they remain appropriate and are limited to the information and systems required for their new role.
· Any access that is no longer required must be removed.
· Where additional access is required, a formal access request must be submitted and approved in line with our processes before access is granted.
· All changes to access rights must be appropriately recorded and retained for audit purposes.

6.2 [bookmark: _Toc39236424][bookmark: _Toc106359191][bookmark: _Toc44239445]Line managers are responsible for periodically reviewing the access rights of their team to ensure they remain appropriate and are aligned with current job responsibilities. Where access is no longer required, or changes are needed, the relevant System Administrator must be notified promptly so that the necessary amendments can be made.

7 [bookmark: _Toc239951812]Leavers and Removal of Access

7.1 [bookmark: _Toc39236425][bookmark: _Toc106359192]When someone resigns or their engagement with the school is due to end, the line manager must assess whether the individual's access rights need to be reviewed, restricted, or removed before their final working day. Where there is an identified security, safeguarding, or business risk, access may be reduced or removed earlier. In cases involving disciplinary action, suspected misconduct, or other high-risk departures, teams must be notified immediately so that appropriate access restrictions can be applied without delay.

7.2 Line managers are responsible for informing relevant teams of staff who are leaving the school. Notification should be provided as soon as possible and, wherever practicable, at least two school days before the individual's final working day to allow access removal to be planned and coordinated.

7.3 User accounts and access rights must be disabled no later than the end of the individual's last working day. For users with privileged, administrative, or elevated access rights, consideration should be given to reducing or removing access to systems containing personal data, confidential information, or important school systems before departure, where this is necessary to manage possible risks.

7.4 Relevant senior managers are responsible for ensuring that all school property is returned before the individual leaves. This includes [e.g. access passes, identification cards, keys, laptops, mobile devices, authentication tokens], and any other equipment that could be used to gain access to the school, our systems, or information. Returned passes and ID cards must be provided to the School Business Manager, or other designated person, for prompt deactivation.

7.5 The school should maintain a documented process for removing access to systems, applications, networks, email accounts, and physical premises when an individual leaves. Completion of access removal activities should be recorded to provide an audit trail and demonstrate compliance with information requirements.

8 [bookmark: _Toc239951813]Password Management and Multi-Factor Authentication

8.1 [Recommended] To identify staff, usernames must require another access token to login. This can be a biometric, a time-sensitive, generated password, a hardware token, a user-managed password or a combination of these. 

8.2 Where practicable, system access should require more than one access token - multi-factor authentication (MFA). If MFA is in place, the password expiry rule below is not required.

8.3 All systems must use at least passwords for access. The following controls will be in place to ensure strong password management:

· [For example] Password length must be a minimum of 12 characters. 
· Password complexity should reflect a minimum combination of at least three of the following conditions;
· One number.
· One upper case letter.
· One lower case letter.
· One special character. 
· The password will be changed every 60 days (where the application allows this to be enforced, otherwise users will be required to change the password manually). This rule is relaxed if MFA is in use.
· Users should not repeat the same password within a cycle of [XX] password changes
· When an invalid password is entered six times in a row, the system revokes access and must be reset. In some systems, users can do this for themselves using validation such as messages to mobile or secret questions. In others, system administrators must validate the request before resetting the password. Passwords stored on a computer are encrypted and protected from unauthorised access or deletion.
· Passwords must not be displayed on screen at any time.  
· All default passwords must be changed.
· Users can reset their own passwords in some systems, in others, only system administrators are permitted to reset passwords or assign new passwords
· New passwords and reset passwords are random and force immediate change after first login by the user.  
· When it is known or suspected that a user ID has been compromised the system administrator must be immediately informed to have it revoked so that an ICT Security Incident can be logged.
· System passwords, including administrator passwords that are used to access data that is required by the business, must be stored in secure locations such that in the advent of a business requirement the passwords can be recovered.
· [bookmark: _Toc39236426][bookmark: _Toc106359193]There is a process in place to allow for the prompt resetting of passwords.
[bookmark: _Toc39236427][bookmark: _Toc106359194]
9 [bookmark: _Toc239951814]Monitoring System Access and Use

9.1 [bookmark: _Toc224286231][bookmark: _Toc39236429][bookmark: _Toc106359195]The school's systems will be monitored to help detect unauthorised access, policy violations, security incidents, and other activities that may present a risk to the confidentiality, integrity, or availability of information. Appropriate records will be maintained to support investigations, security monitoring, and compliance activities.

9.2 The application owner or system administrator is responsible for ensuring that appropriate logging and monitoring arrangements are established for the systems under their control. 

10 [bookmark: _Toc239951815]Access from Overseas 

[If required/relevant]
10.1 [bookmark: _Toc39236430][bookmark: _Toc106359196]Accessing the school's information systems, networks, or data from outside the United Kingdom may be subject to additional security and legal requirements. Staff must ensure that any overseas access is authorised and complies with the school's information security and data protection requirements. Further guidance is available in the school's Acceptable Use Policy.

10.2 School-issued ICT equipment may only be taken to countries that provide an adequate level of data protection. Staff must obtain appropriate approval before taking school devices overseas and should ensure that any associated risks have been considered and managed.

10.3 These requirements apply equally to school-owned devices and to personally owned devices that are authorised to access school information, systems, or services [under our Bring Your Own Device (BYOD) policy. 

10.4 Users accessing school information from overseas are responsible for ensuring that information remains secure and is only accessed, processed, stored, or transferred in accordance with school policies and applicable data protection legislation. Care should be taken when using public networks, shared devices, or working in locations where information may be viewed by unauthorised individuals.

10.5 Where there is any uncertainty about overseas access, international travel with school devices, or the transfer of school information outside the United Kingdom, advice should be sought before travel takes place.

11 [bookmark: _Toc239951816]Access to Secure Areas

11.1 [bookmark: _Toc131760771][bookmark: _Toc150861380][bookmark: _Toc39236431][bookmark: _Toc106359197]Network and systems equipment must be protected against unauthorised access, damage, theft, or interference. Wherever practicable, such equipment should be located within secure, locked facilities. Any network equipment located outside these spaces must be appropriately secured.

11.2 Staff who are authorised to access secure areas are responsible for ensuring that doors are locked and secured when the area is unattended. Access keys or access cards must only be issued to those who require access as part of their role and responsibilities.

11.3 Any lost, stolen, or misplaced keys or cards, as well as secure areas found unsecured, must be reported immediately in accordance with the school's information reporting procedures.

11.4 Physical servers and other important IT equipment must be in secure areas that are accessible only to authorised individuals. Appropriate controls must be implemented to manage and monitor access to those secure areas. These controls may include electronic access control systems, access logs, visitor records, signing-in procedures, or other suitable measures.




12 [bookmark: _Toc239951817]Compliance and Penalties

12.1 [bookmark: _Toc131752562][bookmark: _Toc131760772][bookmark: _Toc150861381][bookmark: _Toc39236432][bookmark: _Toc106359198]All members of staff, and anyone with permission to access the school’s information and systems, are required to comply with the requirements and controls set out in this policy. Compliance is essential to protect the confidentiality, integrity, and availability of the school's information and systems, and to support our legal, regulatory, and operational obligations.

12.2 Non-compliance with this policy includes, but is not limited to:

· Any breach of the requirements, controls, or standards set out in this policy.
· Unauthorised access to, disclosure of, or viewing of confidential, sensitive, or personal information held by the school or third parties.
· Unauthorised alteration, deletion, or modification of information, software, systems, or configurations.
· The use of school information, systems, networks, hardware, software, or data for unlawful, inappropriate, or unauthorised purposes, including activities that may breach legislation, regulatory requirements, or contractual obligations.
· Any action or omission that exposes the school or a partner organisation to actual or potential financial loss, reputational damage, security compromise, or regulatory action.
· Failure to follow established access control, information security, or data protection procedures.
· Failure to report a known or suspected breach of this policy, information security incident, or unauthorised access to information or systems.

12.3 Any individual who becomes aware of, or suspects, a breach of this policy must report the matter immediately to the School Business Manager or an appropriate senior leader in accordance with the school's reporting procedures.

12.4 Any breach of this policy may be treated as a disciplinary matter and investigated in accordance with the school's procedures. Depending on the nature and severity of the breach, outcomes may include the removal of access rights, disciplinary action, termination of employment or contractual arrangements, and, where appropriate, referral to law enforcement or regulatory authorities.

13 [bookmark: _Toc239951818]Exceptions

13.1 In exceptional circumstances, it may be necessary to depart from specific requirements within this policy. Any exception must be justified, proportionate, and limited to the minimum extent necessary to address the situation. Examples of circumstances where an exception may be considered include:

· Where compliance with the policy would create an immediate risk of physical harm or injury to any individual.
· Where an emergency or critical incident requires urgent action to protect the safety, wellbeing, or security of pupils, staff, visitors, or school assets.
· Where strict compliance with a policy requirement would significantly impair the school's ability to maintain critical services or respond effectively to a serious operational incident.

13.2 Where an exception to this policy is required, the individual concerned must:

· Inform their manager, or another appropriate senior leader, as soon as reasonably practicable.
· Ensure that the circumstances giving rise to the exception and any actions taken are fully documented.
· Report the matter to the School Business Manager at the earliest opportunity.
· Cooperate with any subsequent review of the incident and any actions taken.

13.3 Failure to follow these requirements may result in the matter being investigated and managed in accordance with the school's disciplinary or contractual procedures.

13.4 The school recognises that authorised exceptions may occasionally be necessary. No disciplinary action will be taken where an individual has acted reasonably, in good faith, and in accordance with an approved or otherwise authorised exception to the school's information security requirements.

14 [bookmark: _Toc239951819]Policy Review 
 
14.1 [Recommended] This policy will be reviewed annually by the Senior Leadership Team and updated as necessary to reflect changes in technology, emerging cyber security threats, legal and regulatory requirements, and recognised best practice. 

14.2 Any revisions to the policy will be submitted to the Board of Governors for approval. The Board of Governors is also responsible for providing strategic oversight of the school’s cyber security arrangements and for ensuring appropriate assurance is in place regarding compliance with this policy and related security requirements. 
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