[image: LBE_123462]
[image: ][image: ][image: ]








CCTV Policy
XXXXXX School
[This is a proposed template policy intended as a guide allowing individual schools to reflect their own policies and approaches]
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1 [bookmark: _Toc239946124]Introduction

1.1 [bookmark: _Toc39236418][bookmark: _Toc106359185]The safety and security of all pupils, parents, staff and contractors, and visitors is a key priority for the school. To support this, CCTV has been installed to help create a safe and secure environment. The system assists the school in meeting its safeguarding responsibilities; preventing and detecting crime, vandalism, and anti-social behaviour; protecting school premises and property; supporting the investigation of incidents and complaints; and assisting with emergency responses and health and safety investigations.

1.2 When used appropriately and managed responsibly, CCTV can make an important contribution to maintaining a safe and secure learning and working environment for everyone. It complements other security and safeguarding measures in place, helps support effective health and safety management, and can provide reassurance to parents and carers that pupils are safe whilst in the school's care.

2 [bookmark: _Toc39236416][bookmark: _Toc106359183][bookmark: _Toc239946125]Purpose and Scope of the Policy

2.1 This policy sets out the school's approach to the operation, management, and use of CCTV on school premises. It covers the location and use of CCTV equipment, the monitoring and recording of images, and the handling of footage. The school is committed to using CCTV responsibly and in accordance with guidance issued by the Information Commissioner, helping to maintain trust and confidence in its use.

2.2 CCTV signage will be clearly displayed at the school's main entrances and other appropriate locations to inform individuals that CCTV is in operation. Whilst the system has been designed and positioned to maximise its effectiveness, it cannot be guaranteed that every incident occurring within the areas covered by CCTV will be recorded or detected.

2.3 CCTV monitoring of areas accessible to pupils, staff, and visitors will be carried out in a manner that is consistent with the school's policies and procedures, as well as its obligations under equality, data protection, and education legislation. CCTV will only be used in areas where individuals would not normally expect complete privacy. 

2.4 Images captured by CCTV that identify, or could identify, an individual are considered personal data. As a result, the collection, storage, use, and disclosure of CCTV footage are subject to the requirements of the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

2.5 The CCTV system is in place to support the safety, security, and wellbeing of the school community. The purposes of the system are to:

· Help pupils, staff, visitors, and contractors feel safe while on school premises.
· Protect members of the school community from harm and help safeguard their personal property.
· Deter crime, vandalism, anti-social behaviour, and other activities that may adversely affect the school.
· Protect the school's buildings, equipment, assets, and grounds.
· Assist the Police and other relevant authorities in the prevention, detection, and investigation of crime where appropriate.
· Support the investigation of incidents, accidents, and complaints.
· Promote and support the health, safety, and welfare of pupils, staff, and visitors.
· Assist the school in meeting its safeguarding responsibilities and protecting children from harm.
· Provide evidence to support the fair and effective resolution of disciplinary, grievance, and other formal procedures.
· Assist the school in establishing facts and responding to actual or potential legal claims and litigation.

2.6 The CCTV system will not be used in a way that is inconsistent with its stated purposes, or the rights of individuals. It will not be used to:

· Unreasonably intrude upon or interfere with an individual's right to privacy.
· Monitor areas where there is a heightened expectation of privacy, such as toilets, changing rooms, medical rooms, or similar facilities.
· Target, track, or follow specific individuals unless this is necessary in response to an ongoing incident, emergency, safeguarding concern, or other legitimate and lawful purpose.
· Be used for any purpose other than those set out in this policy, unless required by law or authorised in accordance with the school's policies and procedures.

3 [bookmark: _Toc239946126]Legislation and Guidance

3.1 The school's approach to the installation, operation, and management of its CCTV system is guided by relevant legislation, statutory requirements, and recognised good practice. The school will ensure that its use of CCTV remains lawful, proportionate, transparent, and consistent with its safeguarding, security, and data protection obligations.

3.2 The operation of the CCTV system is informed by, and where applicable, subject to the following legislation and guidance:

· UK GDPR
· Data Use and Access Act 2025
· Data Protection Act 2018
· Human Rights Act 1998
· European Convention on Human Rights
· Regulation of Investigatory Powers Act 2000 (RIPA)
· Protection of Freedoms Act 2012
· Education (Pupil Information) (England) Regulations 2005 (as amended)
· Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations 2004
· School Standards and Framework Act 1998
· Children Act 1989
· Children Act 2004
· Equality Act 2010
· Surveillance Camera Code of Practice

3.3 [bookmark: _Toc39236420][bookmark: _Toc106359187]The school will keep its CCTV arrangements under review to ensure continued compliance with legal requirements, regulatory guidance, and recognised standards of good practice.




4 [bookmark: _Toc239946127]Camera Locations

4.1 Cameras are located in places that require monitoring to achieve the aims of the CCTV system:

	Location
	Field of Vision
	Audio?
	Pan?

	E.g. Main entrance 
	Front door, main steps and ramp, part of the car park 
	No 
	No 

	E.g. Reception 
	Reception desk, waiting area 
	Yes 
	Yes 

	Etc…
	
	
	




4.2 Wherever cameras are installed appropriate signage is in place to warn members of the school community that they are under surveillance. The signage [recommended]:

· Identifies the school as the operator of the CCTV system
· Identifies the school as the data controller
· [bookmark: _Toc39236421][bookmark: _Toc106359188]Provides contact details for the school 

4.3 The cameras are in areas of the school accessed by pupils, staff, and visitors. Cameras are not located in areas where privacy is expected. There are no cameras in the toilet areas, in changing room, and no cameras are pointed at private areas external to the school, such as nearby residences.

5 [bookmark: _Toc239946128]Operation and Storage of the CCTV System

5.1 [bookmark: _Toc39236422][bookmark: _Toc106359189]The cameras will be operated and monitored [24 hours a day, seven days a week] by [named roles i.e. Head Teacher, senior leadership team, School Business Manager, Estate Manager etc], and the recordings will be captured and retained on [specific system i.e. digital video recorder] which is located and maintained in [detail the secure location]. 

5.2 The recording and safe storage of the images captured by the cameras is via [digital video recorder], which will be located in a secure space with limited access.  Access to the recordings and related software will be password protected.  

5.3 [Images will be retained for 30 days /as per the school’s retention policy] unless requested as part of an incident and will then be stored in a secure archive for the period of the investigation process or 12 months, whichever is lesser.  The data management system automatically deletes data [after 30 days /as per the school’s retention policy].  

5.4 In line with our data protection responsibilities, individuals will be able to request copies of CCTV data containing their personal data by submitting a subject access request. Please see our Subject Access Request Policy for further details.
[bookmark: _Toc39236423][bookmark: _Toc106359190]
6 [bookmark: _Toc239946129]Access to the CCTV System

6.1 [bookmark: _Toc39236424][bookmark: _Toc106359191][bookmark: _Toc44239445]Access will only be given to authorised persons, for the purpose of pursuing the aims stated in this policy, or if there is a lawful reason to access the footage. Any individuals that access the footage must record their name, the date and time, and the reason for access in the access log.

6.2 Any visual display monitors will be positioned so only authorised personnel will be able to see the footage.

6.3 The following members of staff have authorisation to access the CCTV footage:

· [E.g. The Senior Leadership Team
· Data Protection lead
· School Business Manager
· IT Team
· Premises Manager
· Anyone with express permission of the Headteacher or School Business Manager.]

6.4 All members of staff who have access will undergo training to ensure proper handling of the system and footage. Any member of staff who misuse the surveillance system may be committing a criminal offence and will face disciplinary action.

7 [bookmark: _Toc239946130]Third-Party Requests for Information

7.1 [bookmark: _Toc39236425][bookmark: _Toc106359192]In limited circumstances it may be appropriate to disclose images to a third party, such as when a disclosure is required by law, in relation to the prevention or detection of crime, or in other circumstances where an exemption applies under relevant legislation. 

7.2 Footage will only ever be shared with authorised personnel such as the Police and other law enforcement agencies, or other service providers who reasonably need access. All requests for access [will follow the school’s Police Disclosure and Third-Party Requests for Information policies, and] should be set out in writing and sent to the Head Teacher or the relevant senior leader.

7.3 The school will also comply with any court orders that grant access to the CCTV footage. The school will provide the courts with the footage they need without giving them unrestricted access. The school will consider very carefully how much footage to disclose and seek legal advice if necessary.

7.4 A record of any disclosure made under this policy will be held on the CCTV management system, itemising the date, time, camera, requestor, authoriser, and reason for the disclosure.
[bookmark: _Toc39236426][bookmark: _Toc106359193]
8 [bookmark: _Toc239946131]Covert Surveillance

8.1 [bookmark: _Toc39236427][bookmark: _Toc106359194]Covert surveillance will only be considered in exceptional circumstances, such as where there is a reasonable suspicion that a criminal offence has been committed or where there is a significant risk to public safety. The use of covert surveillance will not be routine and will only be authorised where there is a clear and legitimate need to do so.

8.2 Before any covert surveillance is undertaken, the school will carefully assess whether its use is necessary, proportionate, and lawful. A Data Protection Impact Assessment (DPIA) will be completed to identify and address any privacy risks and to ensure compliance with data protection legislation and relevant guidance.

8.3 Where appropriate, the school will also seek legal advice and liaise with relevant authorities, including the Police, before any covert surveillance activity is undertaken. Any use of covert surveillance will be subject to appropriate oversight and will be reviewed regularly to ensure that it remains justified and proportionate.

9 [bookmark: _Toc239946132]Complaints

9.1 [bookmark: _Toc224286231][bookmark: _Toc39236429][bookmark: _Toc106359195]Complaints concerning the school’s use of its CCTV system, or the disclosure of CCTV images, will be handled in accordance with the school’s existing complaints policy.

10 [bookmark: _Toc239946133]Policy Review 

10.1 [Recommended] This policy will be reviewed annually by the senior leadership team and updated as necessary to reflect changes in technology, emerging cyber security threats, legal and regulatory requirements, and recognised best practice.

10.2 Any revisions to the policy will be submitted to the Board of Governors for approval. The Board of Governors is also responsible for providing strategic oversight of the school’s cyber security arrangements and for ensuring appropriate assurance is in place regarding compliance with this policy and related security requirements. 
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