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1.1 This policy sets out how we will respond to requests from the Police and other law enforcement agencies for information that may be relevant to criminal investigations or proceedings.

1.2 The UK GDPR and the Data Protection Act 2018 contain specific exemptions that allow personal information to be shared with the Police in certain circumstances. Before any information is disclosed, we must be satisfied that an appropriate legal basis or exemption applies and be able to demonstrate this if required.

1.3 The school will ensure that any information shared with the Police is disclosed safely, securely and in accordance with data protection legislation. Only information that is relevant, necessary, and proportionate for the stated purpose of the request will be provided.

1.4 Staff involved in responding to such requests should ensure that appropriate advice is sought where necessary, and that a clear record is maintained of the request, the decision-making process, and any information disclosed.

1.5 Information shared by the school with the Police may subsequently be provided to the Crown Prosecution Service (CPS) and, where required by law or court procedure, may also be disclosed to the defence as part of criminal proceedings.
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2.1 This policy is intended to ensure that sharing of information is conducted lawfully, securely, and with appropriate regard for the privacy rights of the individuals whose information may be included in the requested records.

2.2 In applying this policy, we recognise that:

· The best interests of the individual will always be an important consideration when making decisions about information sharing.
· Any information provided by the Police to assist the school in locating records or determining what information may be disclosed must be treated as strictly confidential. Misuse of such information may result in disciplinary action and possibly in some circumstances, criminal prosecution.
· The school, the Police, the CPS, and other law enforcement agencies all have a responsibility to protect the confidentiality and security of information held by the school.
· Requests received from Police forces outside London will be managed with the same principles and standards. Although forms or documentation used may differ, the information required to assess and respond to the request remains the same.

2.3 By following this policy, we aim to support lawful information sharing with law enforcement agencies while ensuring that confidentiality, data protection obligations, and the rights of individuals are properly safeguarded.
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3.1 The legal provision most relied upon when considering the disclosure of personal information to the Police is found in the Data Protection Act 2018, Schedule 2, Part 1, Paragraph 2, which relates to the prevention and detection of crime, and the apprehension or prosecution of offenders.

3.2 Under this exemption, certain provisions of the UK GDPR, including aspects of an individuals' rights and the requirement to notify individuals about a personal data breach in specific circumstances, may not apply where personal data is being processed for:

· The prevention or detection of crime.
· The apprehension or prosecution of offenders.
· The assessment or collection of a tax, duty, or similar imposition.

3.3 While these exemptions can allow information to be shared with the Police in appropriate circumstances, they do not automatically justify disclosure. Each request must be considered on its own merits, considering the specific circumstances, the purpose of the request, and the legal basis being relied upon.

3.4 We must still consider an individual's privacy rights and ensure that any information disclosed is relevant, necessary, and proportionate to the purpose for which it is being requested. Only the minimum amount of information required to meet that purpose should be shared, and disclosures should always be made in a secure and controlled manner.

3.5 A clear record should also be maintained of the request, the decision-making process, the legal basis relied upon, and any information disclosed.
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4.1 Where the Police believe that the school may hold records relevant to an investigation, they should submit a formal request for information in writing. The request will likely fall into two categories:

· The Police require personal information relating to a specific individual (for example, a pupil's address).
· The Police require the school to review records or need to establish whether information relevant to an investigation may be held by the school.

4.2 To help the school assess and respond to the request appropriately, the request should include as much information as possible, including:

· The purpose of the request and a summary of the investigation or case. The request needs to explain what crime is being investigated. 
· The legal basis for the request, or the exemption being relied upon.
· The name and contact details of the investigating officer or lead investigator.
· Details of the individual(s) whose records are being requested, including:
· Full name, including any aliases or known alternative names.
· Date of birth.
· Current address and/or any known previous addresses.

4.3 The appropriate request should be provided before any information is disclosed, including where the request is urgent.

4.4 Requests should be sent to an agreed secure mailbox or restricted-access email account, [e.g. a safeguarding or information governance mailbox]. Where no such contact details are available, the Police should contact the school to obtain a suitable address for an appropriate member of staff before sending.

4.5 In practice, requests from the Police and other law enforcement agencies may be submitted using a variety of forms. These requests will typically set out the purpose of the disclosure, the information being requested, and details of the officer authorising the request. The school should ensure that sufficient information has been provided to assess the legality, necessity, and proportionality of the disclosure before any information is shared. 

5 [bookmark: _Toc239944272]Dealing with the Request

5.1 When the school receives the request, an identified member of staff will lead on managing the request and liaising with the Police and relevant school leaders, including the school’s data protection lead.

5.2 As soon as the notification is received, the appointed school staff member must: 

· Notify the school’s relevant senior leaders.
· Where the request is incomplete, liaise with the Police and advise what additional information is needed. 
· Check that the request includes all the information needed to find the records and assess whether or what information can be shared.
· Document why they consider the disclosure to be lawful or unlawful.
· Record the legal basis for disclosure. The school should ensure that the disclosure is lawful under the Data Protection Act 2018 (as supported by the UK GDPR). 

5.3 The member of staff should then:

· Identify when the information is needed. If the deadline cannot be met, they will liaise to agree a suitable timescale.
· Locate the records the school holds in relation to the person that is the subject of the request. Where necessary this will include managing the request of information from various locations, e.g. SEND, school office, safeguarding etc. 
· Provide an outline to the Police of the types of records held. 
· Agree a suitable time for the Police to review the records ideally on school premises in their presence and/or with the data protection lead.
· Or make the records available to the Police for review. The school needs to ensure the information is securely shared.
· Only disclose information that is necessary, relevant, and proportionate to the investigation.
· Maintain an audit trail throughout the process. 

5.4 An audit trail is important to keep because it is important that we keep a record of the information being shared and the processes that were undertaken to respond to the request. There can be a long wait between an initial police investigation and a case coming to trial (if it does). If questions about the data are raised later, it will be difficult to answer if there is no record of what was shared. 

5.5 The school should also confirm with the Police whether we’re able to share that a disclosure has been made. Prior to disclosing information to the Police, you should ask them to confirm whether you are able to notify the individual(s) concerned about the disclosure. Confirming this at the outset will save time and prevent any confusion arising later.

5.6 The Information Commissioner’s (ICO) Data Sharing Code of Practice confirms that in an emergency, organisations should share personal data where this is necessary and proportionate, particularly where there is a risk of serious harm, loss of life, or a public health or safety concern. Rapid data sharing can make a significant difference in emergency situations. Any data sharing should still follow data protection principles, and we should maintain an appropriate record of the decision-making and sharing activity to demonstrate accountability.

5.7 Before we release data to a law enforcement agency, we need to ensure that the information is being provided to a genuine and properly authorised investigation. If we are not satisfied that there are valid grounds for releasing the information, we are not obliged to do so. However, if we refuse to release the information the Police may obtain a court order requiring us to do so. As indicated above, we may also face penalties under other legislation which requires us to disclose data. 
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Information Identified as Relevant to Criminal Proceedings
6.1 Where records are identified as being relevant to criminal proceedings or containing information that may support the defence or undermine the prosecution case, they must be brought to the attention of the appropriate member of school staff and the data protection lead. The relevant staff member, with support from the data protection lead where required, will review the records to confirm their relevance to the request and determine what information may be disclosed. Copies of documents approved for disclosure will be prepared, and any personal information that is not relevant to the request will be redacted before the records are securely provided to the Police. Where the school has decided that information should not be disclosed, the reasons for withholding the information must be documented and provided in writing.

6.2 We recognise that disclosure obligations may continue throughout the course of an investigation and that records may need to be reviewed on more than one occasion. As investigations progress, additional information may become relevant and require consideration for disclosure. Throughout this process, the school will ensure that any disclosure is lawful, proportionate, and limited to information that is necessary for the purposes of the investigation or legal proceedings, while continuing to protect the privacy rights of individuals wherever possible.

Information Identified as Relevant for Disclosure to a Defence
6.3 The CPS are responsible for reviewing records identified by the Police to determine whether they meet the disclosure requirements set out in the Criminal Procedure and Investigations Act. This involves assessing whether the information could reasonably be considered capable of undermining the prosecution case or assisting the defence. Where records meet this disclosure test, they will be recorded. The Police must ensure that their recording accurately describes the records, summarises their contents, and records the rationale for determining whether the disclosure test has been met.

Objections to Disclosure 
6.4 When considering a request, the school must carefully balance the potential risk of harm that could arise from withholding information against the impact that disclosure may have on the privacy rights of the individuals concerned. Any decision to disclose information should be based on the principles of relevance, necessity, and proportionality, ensuring that only information required for the stated purpose is shared.

6.5 Where the School objects to the disclosure of records that have been identified as suitable for release, the Police and the CPS will not disclose the material until the matter has been considered through a Public Interest Immunity (PII) application. If the court subsequently restricts disclosure through a PII ruling, the CPS must ensure that the trial judge is made aware of both the material and the ruling so that the information is not improperly used during proceedings. The school may also be consulted where the defence applies for further disclosure under the Criminal Procedure and Investigations Act. In addition, following receipt of a defence statement, the Police and CPS may request a further review of relevant school records, and the school must make those records available for inspection where appropriate and lawful to do so.

Proceedings in the Family Court
6.6 Information relating to family court proceedings are subject to additional legal protections and cannot be disclosed through this process, regardless of whether the proceedings are ongoing or have concluded. Where material relevant to a Police investigation falls within this category, permission from the Family Court, often referred to as "leave of the Court", must be obtained before any disclosure can take place. 

6.7 Responsibility for seeking such permission rests with the Police or the CPS, not with the school.
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7.1 [Recommended] This policy will be reviewed annually by the senior leadership team and updated as necessary to reflect changes in technology, emerging cyber security threats, legal and regulatory requirements, and recognised best practice.

7.2 Any revisions to the policy will be submitted to the Board of Governors for approval. The Board of Governors is also responsible for providing strategic oversight of the school’s cyber security arrangements and for ensuring appropriate assurance is in place regarding compliance with this policy and related security requirements.
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